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Premission control and transfer vulnerability detection method

based on symbolic execution

ZHANG Yiqgiong, WEN Weiping', LIU Cheng-jie
(School of Software and Microelectronics, Peking University, Beijing 100091, China)

Abstract: In view of the problem that permission control vulnerabilities and arbitrary transfer vulnerabilities will cause users to
suffer from economic losses, a symbolic execution-based detection method for permission control vulnerabilities and arbitrary
transfer vulnerabilities was proposed. Vulnerability characteristics were summarized, vulnerability detection algorithms were
designed, symbolic execution was used to construct transaction paths, constraint conditions were constructed and solved through
vulnerability characteristics, and the tool PTGuard was implemented. Experimental results show that the accuracy, precision,
recall and F1 value of PTGuard are greatly improved compared to that of other vulnerability detection tools. PTGuard has been
used in national key projects of the Ministry of Science and Technology. and 17 vulnerabilities are discovered and successfully
reported to the national shared vulnerability database, verifying the practical application value of PTGuard.
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