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Abstract. With the rapid advancement of Generative AI, deepfake gen-
erators are iterating and proliferating at an unprecedented pace, making
"zero-day" forgery attacks a routine challenge in digital forensics. How-
ever, existing deepfake attribution methods largely rely on the closed-
set assumption, i.e., test samples are generated only by the generators
seen during training. Under this setting, models often exhibit severe
over-confidence when confronted with samples from unseen generators,
wrongly assigning them to a known class with high confidence. To over-
come this limitation, we propose a novel Open-Set Deepfake Attribu-
tion (OSDA) framework. The core of our approach is an Adaptive Fin-
gerprint Learning (AFL) strategy, aiming to learn more discriminative
and content-agnostic generator "fingerprints". Specifically, we design a
spatial–frequency dual-stream network to jointly extract subtle artifacts
from spatial residuals and the spectral domain. We further introduce
Adaptive Margin Metric Learning to enforce intra-class compactness and
inter-class separability on a hyperspherical feature manifold, explicitly
reserving open space for unknown classes. During inference, we adopt an
Extreme Value Theory (EVT)-based distance modeling mechanism to en-
able statistically reliable rejection of unknown samples. Experiments on
GenImage and FaceForensics++ demonstrate that OSDA significantly
outperforms prior methods in both closed-set attribution accuracy and
open-set AUROC, and exhibits excellent robustness to post-processing
operations such as JPEG compression and Gaussian blur.

Keywords: Deepfake attribution · Open-set recognition · Generator
fingerprint · Metric learning
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1 Introduction

1.1 Background

The emergence of Generative Artificial Intelligence (GenAI) has fundamentally
transformed digital content creation. Advancements in deep generative modeling,
evolving from early Generative Adversarial Networks (GANs) [1] to contempo-
rary Latent Diffusion Models (LDMs) [2], have pushed the visual quality of syn-
thetic media to a level often indistinguishable to the human eye. Consequently,
high-fidelity forged content can now be produced at scale, lowering the technical
barrier for creative expression and malicious misuse alike. As these technologies
become ubiquitous, the field of digital forensics faces an increasingly complex
landscape of synthetic artifacts [3].

1.2 Motivation

Despite the creative potential of GenAI, the proliferation of deepfakes poses
severe risks to information integrity, including the spread of misinformation and
the infringement of individual rights. Traditional detection frameworks are often
designed for closed-set scenarios, where the detector is trained on specific, known
forgery algorithms. However, these methods frequently fail when encountering
novel generative distributions or "in-the-wild" content.

A critical turning point occurred in 2023, when a forged video of a political
figure—generated by a then-undisclosed diffusion model—successfully bypassed
mainstream detection systems. This incident underscores the fragility of exist-
ing countermeasures against unseen generator architectures. The motivation for
this work is to bridge this security gap by developing a more robust detection
mechanism capable of identifying diverse synthetic signatures, particularly those
originating from advanced diffusion processes that deviate from GAN-based pat-
terns.

1.3 Problem Statement

To address these threats, the multimedia forensics community has developed
various detection methods. While binary detection (real vs. fake) constitutes the
first line of defense [4–7], deepfake attribution—identifying the specific genera-
tion source (e.g., ProGAN, StyleGAN, Stable Diffusion)—is equally crucial for
accountability and judicial investigations [8, 9].

However, most existing attribution techniques rely on the closed-set assump-
tion [10], where the training and test sets share exactly the same label space.
This assumption has a fundamental flaw in practice: in real-world environments,
the ecosystem of generative models evolves dynamically, with new architectures
and "zero-day" forgeries continuously emerging. When a conventional closed-set
classifier encounters a sample from an unknown generator, it tends to force it
into one of the known classes, often with high confidence. This over-confidence
phenomenon severely undermines the reliability of forensic systems [11].
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1.4 Challenges

Addressing this issue requires shifting the paradigm from closed-set classification
to Open-Set Deepfake Attribution (OSDA) [10]. OSDA has a dual objective: ac-
curately classify samples from known generators, and effectively reject samples
from unknown sources [11, 12]. Compared with general Open-Set Recognition
(OSR) tasks, OSDA introduces unique challenges: deepfake "fingerprints" are
subtle high-frequency artifacts that are easily affected by semantic content or
destroyed by post-processing operations (e.g., compression) [4, 6]. Unlike natural
image classification, where classes such as "cats" and "dogs" differ semantically,
fake images generated by different GANs or diffusion models are often visually
similar in content. Their differences mainly lie in sub-pixel, high-frequency noise
patterns [8, 13], imposing higher demands on feature extractor design. Generic
OSR methods typically rely on semantic features and therefore struggle to cap-
ture such fine-grained, content-agnostic traces, resulting in poor separation be-
tween manifolds of known and unknown generators [14].

Fig. 1: The evolution of deepfake attribution tasks: from binary detection (Q1),
closed-set attribution (Q2), open-set recognition (Q3), to the open-set attribu-
tion (Q4) proposed in this work.

1.5 Solution

To overcome these challenges, we propose a novel OSDA framework driven by
Adaptive Fingerprint Learning (AFL). Our key insight is that reliable open-set
detection requires a feature space that explicitly disentangles generator "finger-
prints" from image content [8, 9]. To this end, we design a dual-stream network
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that works collaboratively in complementary domains: the spatial stream cap-
tures pixel-level anomalies via residual learning [4], while the frequency stream
reveals artificial traces introduced by up-sampling or diffusion processes through
spectral analysis [6, 15–17]. By fusing features from both streams, we obtain a
comprehensive representation of intrinsic generator signatures.

1.6 Technical Innovations

However, feature extraction alone is insufficient to handle unknown classes; the
embedding space must also be structurally designed. We introduce an Adap-
tive Margin Metric Learning objective inspired by large-margin cosine/angular
metric learning [18–20]. Unlike the standard Softmax loss, this objective dynam-
ically adjusts decision boundaries to ensure high intra-class compactness and
maximal inter-class separation. Crucially, it explicitly reserves "open space" in
the feature manifold for potential unknown classes, consistent with open-set risk
control [10]. During inference, we abandon naive thresholding and instead incor-
porate Extreme Value Theory (EVT) [11, 21] to model the tail distribution of
distances to known class centroids, providing a statistically principled rejection
mechanism for zero-day attacks.

1.7 Main Contributions

In summary, our main contributions are:

– We expose a critical over-confidence issue in existing attribution models and
propose a complete Open-Set Deepfake Attribution (OSDA) framework to
address zero-day forgery attacks [10, 11];

– We design an Adaptive Fingerprint Learning (AFL) strategy, including a
spatial–frequency dual-stream fusion architecture [4, 6, 16] and an adaptive
margin metric learning objective [18, 19], to build a robust and separable
embedding space;

– Extensive experiments on GenImage [22] and FaceForensics++ [3] demon-
strate that our method achieves state-of-the-art performance in both closed-
set attribution accuracy and open-set AUROC, and shows strong robustness
to common perturbations (e.g., JPEG compression and blur).

2 Related Work

This section reviews three research areas most relevant to this paper: deepfake
attribution, open-set recognition, and their intersection.

2.1 Deepfake Detection and Attribution

Early studies mainly focused on binary detection, aiming to distinguish real
from fake media. Methods include leveraging spatial artifacts [4, 13, 5, 23–25],
frequency inconsistencies [6, 16, 17, 15], and biological signals [7].
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With the rapid growth of generative models, merely detecting authenticity is
no longer sufficient for forensic needs, and attribution has emerged accordingly.
Yu et al. first proposed fingerprint-based attribution methods that identify GAN
sources using multi-class CNNs [8]. Subsequent studies further improved attri-
bution accuracy in closed-set settings by leveraging global texture statistics [26]
and DNA-Det [27]. Related works also explore training-data-rooted fingerprints
and source identification settings for generative media [9, 28].

Although the above methods perform well under closed-set settings, they all
assume that generators in the test set are known during training. When faced
with unknown generators (open-set), these models tend to force unknown sam-
ples into the most similar known class with dangerously high over-confidence [10,
11].

2.2 Open-Set Recognition

Open-set recognition aims to train models that correctly classify known classes
while rejecting unknown classes [10]. Classic OSR methods include OpenMax [11],
which fits a Weibull distribution to calibrate Softmax scores, and prototype- or
distance-based approaches that constrain the geometry of feature space. Re-
cent competitive OSR methods include ARPL [12], as well as approaches em-
phasizing strong closed-set classifiers for OSR [14] and class-conditional density
modeling [29]. Generative variants such as Generative OpenMax have also been
explored [30].

Generic OSR methods usually rely on salient semantic features (e.g., dis-
tinguishing "cats" from "dogs"). However, deepfake differences mainly reside in
subtle, content-agnostic high-frequency fingerprints [8, 4]. Directly transferring
generic OSR methods often fails for deepfake tasks because the feature extractor
focuses on image content rather than generation traces.

2.3 Open-Set Forensics

Only a limited number of works have explored open-set multimedia forensics.
Some pioneering studies attempt to use Bayesian uncertainty or ensemble learn-
ing, but these approaches are often computationally expensive and struggle to
maintain efficient feature separation for fine-grained generator classification. Re-
cently, Zhang et al. [31] introduced open-set ideas into deepfake detection, but
focused on binary real/fake discrimination rather than fine-grained generator at-
tribution. This work is the first to systematically define and address the open-set
deepfake attribution problem, filling this gap.

3 Methodology

3.1 Problem Formulation

Let the training dataset be Dtrain = {(xi, yi)}Ni=1, where xi is an input image
and yi ∈ K = {1, . . . ,K} is the label of one of the K known generators.
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Fig. 2: Overall framework of the proposed method: we first extract generator
fingerprint features Fs and Ff from the spatial residual stream and the frequency
spectral stream, respectively, and adaptively fuse them via attention gating to
obtain the embedding representation; then, in the Adaptive Fingerprint Learning
(AFL) stage, we employ an adaptive margin metric learning loss to compress
intra-class distributions and enlarge inter-class margins, reserving open space
for unknown generators; during inference, we select candidate classes based on
cosine similarity to class centers and use Extreme Value Theory (EVT) to fit
a Weibull model to the tail distribution, compute Pevt, and compare it with a
threshold τ to achieve known-class recognition and unknown-class rejection.

At test time, samples come from Dtest, whose label space expands to Ytest =
K∪U , where U denotes unknown generator classes, following the standard open-
set formulation [10].

Our goal is to learn a mapping function f(x; θ) such that:

(1) If a sample belongs to a known class k ∈ K, it is correctly classified: ŷ = k.
(2) If a sample belongs to an unknown class u ∈ U , it triggers rejection: ŷ =

unknown.

3.2 Dual-Stream Feature Extraction

To extract robust, content-agnostic generation fingerprints, we design a dual-
stream network motivated by prior evidence that both spatial artifacts and
frequency-domain cues are effective for deepfake detection and attribution [4,
6, 16, 17].

Spatial Residual Stream: Generator traces are often hidden in the high-
frequency residuals of images [4, 13]. Instead of using raw RGB images directly,
we preprocess the input through a learnable residual module:

xres = x− Smooth(x) (1)

where Smooth(·) can be implemented as a 5 × 5 mean filter, or a learnable
SRM (Spatial Rich Model) filter bank [32], which more effectively captures high-
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frequency anomalies left by common image processing. This stream extracts
spatial features Fs ∈ Rd using a ResNet backbone [33].

Frequency Spectral Stream: Up-sampling operations often leave distinctive
checkerboard artifacts in the frequency domain [15]. We transform the image into
the frequency domain (using DCT or FFT) and use its magnitude spectrum as
input. This stream extracts frequency features Ff ∈ Rd using a CNN, following
frequency-aware deepfake analysis [6, 16, 17].

Adaptive Fusion: To combine the complementary strengths of both streams,
we employ an attention mechanism for feature fusion:

Ffused = α · Fs + (1− α) · Ff (2)

where α is a dynamically learned weighting parameter produced by a lightweight
gating network.

3.3 Adaptive Fingerprint Learning
This is the core of our method. The standard Softmax loss focuses only on
classification accuracy and does not enforce intra-class compactness, resulting in
inefficient use of feature space and causing unknown samples to fall into decision
regions of known classes, which is problematic in OSR [10, 11].

We introduce Adaptive Margin Metric Learning, inspired by large-margin em-
bedding learning methods such as ArcFace [18], CosFace [19], and AdaCos [20].

We adopt a cosine-distance-based loss with an adaptive margin m. Let the
feature vector zi and the class center Wyi

be normalized. The loss is defined as:

LAFL = − 1

N

N∑
i=1

log
es(cos θyi−m(yi))

es(cos θyi−m(yi)) +
∑

j ̸=yi
es cos θj

(3)

where:
– s is the scale factor;
– θyi is the angle between feature zi and its ground-truth class center Wyi ;
– m(yi) is the adaptive margin. Unlike the fixed m in ArcFace [18], we dy-

namically adjust m based on class difficulty. Specifically, we estimate the
confusion level based on the average cosine similarity between classes during
training:

s̄ij =
1

NiNj

∑
xa∈Ci,xb∈Cj

cos(za, zb). (4)

For class yi, the adaptive margin is defined as:

m(yi) = m0 + λ ·max
j ̸=i

s̄ij , (5)

where m0 = 0.5 is the baseline margin and λ = 0.3 is the adjustment coef-
ficient. Higher similarity implies a larger margin, enforcing stronger separa-
tion.
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In this way, known classes are compressed into compact regions on the hy-
persphere, reserving substantial open space in the manifold for unknown classes,
consistent with open-set risk considerations [10].

3.4 Open-Set Inference via EVT

During inference, we do not rely on Softmax probabilities (which suffer from
normalization-induced over-confidence), but instead make decisions based on
distance and EVT calibration [11, 21].

1. Feature extraction: Compute the embedding feature z∗ for a test sample
x∗.

2. Distance computation: Compute the cosine distance between z∗ and all
known class centers Wk. Select the nearest class as the candidate prediction:

k̂ = argmax
k∈K

cos(z∗,Wk) (6)

3. Extreme value modeling: To decide whether to reject, we leverage EVT.
After training, we collect the “tail distance” distribution for each known class
from correctly classified samples (i.e., the top 20 samples with the largest dis-
tances to the class center) and fit a Weibull distribution using maximum like-
lihood estimation (MLE), following OpenMax-style calibration [11]. Given
the distance between the test sample and class k̂, we compute its probability
under this distribution, denoted as Pevt.

4. Final decision: Given a threshold τ :

Prediction =

{
k̂, if Pevt > τ

Unknown, otherwise
(7)

4 Experiments

4.1 Experimental Setup

Datasets & Protocols: We evaluate on GenImage [22] and FaceForensics++
(FF++) [3]. For GenImage, we adopt an open-set protocol with a random 4-
known/4-unknown split and average over multiple repeats. For FF++, we use a
3-known/1-unknown leave-one-out protocol and report the mean and standard
deviation across 4 runs.

Evaluation Metrics: We report closed-set attribution accuracy on known
classes and open-set metrics including AUROC, FPR@95TPR, and OSCR [10].

Implementation Details: We use ResNet-50 (ImageNet pretrained) [33]. Im-
ages are resized to 256×256 and randomly cropped to 224×224 during training.
We train with SGD (initial lr 0.01, momentum 0.9, weight decay 10−4) for 50
epochs (batch size 64), decaying lr by 0.1 at epochs 30 and 40. Hyperparameters:
s=30, m0=0.5, λ=0.3, EVT tail size T=20.
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4.2 Main Results

We compare our method with MSP (maximum softmax probability), Open-
Max [11], and ARPL [12]. The results on GenImage are summarized in Table 1,
and the leave-one-out evaluation on FaceForensics++ is reported in Table 2.

Table 1: Open-set attribution results on GenImage (4 known / 4 unknown).
Method Closed-set Acc (%) ↑ AUROC (%) ↑ FPR@95TPR (%) ↓ OSCR (%) ↑

MSP (Softmax) 98.2 65.4 61.8 60.7
OpenMax 97.5 72.1 49.6 67.9
ARPL 98.5 81.3 31.4 77.2
Ours (OSDA) 99.1 92.6 12.7 89.8

Table 2: Leave-one-out open-set results on FaceForensics++ (AUROC %).
Method DF F2F FS NT Average

MSP (Softmax) 78.2 75.6 72.1 76.8 75.7 ± 2.6
OpenMax 82.3 80.1 78.5 81.2 80.5 ± 1.6
ARPL 86.7 85.2 84.0 85.9 85.5 ± 1.1
Ours (OSDA) 93.1 91.8 90.5 92.3 91.9 ± 1.0

Across both benchmarks, OSDA achieves strong closed-set attribution and
substantially improved open-set discrimination, validating the benefit of adap-
tive metric learning and EVT-based rejection.

4.3 Stronger Baselines

We further compare with common open-set detectors built on the same ResNet-
50 features, including Energy score, ODIN, Mahalanobis distance, and kNN-
OSR, following the same data splits and known-only validation for threshold
selection. As shown in Table 3, our method consistently outperforms these strong
baselines across all metrics.

4.4 Ablation Studies

We conduct ablation studies on GenImage to verify the effectiveness of each
component. Table 4 shows the contribution of the spatial stream, frequency
stream, metric loss, and EVT-based rejection. Furthermore, we analyze different
designs of the metric learning module in Table 5.
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Table 3: Extended comparison on GenImage (4 known / 4 unknown).
Method Closed-set Acc (%) ↑ AUROC (%) ↑ FPR@95TPR (%) ↓ OSCR (%) ↑

MSP (Softmax) 98.2 65.4 61.8 60.7
Energy score 98.0 68.9 57.3 64.1
ODIN 98.1 70.2 54.8 65.5
Mahalanobis 97.8 73.5 48.2 69.0
kNN-OSR 97.9 75.6 45.1 71.3
OpenMax [11] 97.5 72.1 49.6 67.9
ARPL [12] 98.5 81.3 31.4 77.2
Ours (OSDA) 99.1 92.6 12.7 89.8

Table 4: Ablation study of key components (GenImage, AUROC %).
Variant Spatial Freq. Metric Loss EVT AUROC (%) ↑

Baseline ✓ 68.5
+ Freq ✓ ✓ 75.2
+ Metric ✓ ✓ ✓ 88.4
Full Model ✓ ✓ ✓ ✓ 92.6

The frequency stream improves open-set separation, metric learning yields
the largest gain, and EVT further boosts stability by calibrating tail risk for
rejection decisions.

4.5 Visualization

(a) MSP (Softmax) Baseline (b) Ours (OSDA)

Fig. 3: t-SNE feature visualization comparison: (a) MSP baseline; (b) the pro-
posed OSDA method.

Figure 3 shows that OSDA learns more compact and well-separated clus-
ters for known generators, while pushing unknown samples into open regions,
consistent with the improvements in open-set metrics.
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Table 5: Fine-grained ablation on metric learning design (GenImage, AUROC
%).

Variant AUROC (%) ↑

Fixed margin (ArcFace-style) 89.7
Adaptive margin (Ours) 92.6
Adaptive margin w/o dynamic adjustment (λ=0) 90.8
Adaptive margin w/o margin initialization (remove m0) 91.1

5 Conclusion

5.1 Summary

This paper addresses the "zero-day attack" challenge in deepfake attribution and
proposes a new Open-Set Deepfake Attribution (OSDA) framework [10, 11]. We
identify the limitations of traditional closed-set methods and introduce an Adap-
tive Fingerprint Learning (AFL) strategy. By combining a spatial–frequency
dual-stream network [4, 6] with adaptive margin metric learning [18, 19], our
model not only captures content-agnostic generation fingerprints accurately, but
also reserves sufficient embedding space for unknown classes. Together with an
EVT-based inference mechanism [11, 21], the proposed approach enables accu-
rate attribution of known generators and effective rejection of unknown genera-
tors.

5.2 Limitations

Although OSDA exhibits superior performance in detecting unknown generators,
we acknowledge the following limitations, which also point to future research
directions:

1. Confusion of fine-grained homologous variants: When an unknown
generator shares highly similar architecture or pretrained weights with a
known generator (e.g., Stable Diffusion v1.4 vs. v1.5, or different fine-tuned
checkpoints of the same GAN), their frequency fingerprints can be extremely
similar [2]. In such high-homology scenarios, adaptive metric learning may
fail to fully separate them in feature space, causing unknown samples to be
misclassified as homologous variants of known classes.

2. Vulnerability to adversarial washing: Our method primarily relies on
high-frequency artifacts left by the generation process [4, 6]. If an attacker
uses adversarial example techniques or specialized denoising post-processing
(anti-forensic noise removal) to deliberately erase these fingerprints, the fea-
ture extraction capability of the dual-stream network may be suppressed,
potentially reducing sensitivity to carefully camouflaged deepfakes.

3. Failure under severe degradation: While experiments show robustness
to standard JPEG compression, under extreme degradation (e.g., low-bitrate
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video after repeated transcoding on social platforms, screen re-capture, or
low-resolution thumbnails), high-frequency information may be almost en-
tirely lost. In such cases, the discriminative power of the spectral stream
may significantly degrade, and the model may collapse to relying mainly on
spatial semantics, increasing the miss rate for unknown attacks.

5.3 Future Work

Future work will focus on:

1. Fine-grained unknown clustering: Beyond detecting "unknown", cluster
unknown samples to discover newly emerging generator families.

2. Incremental learning: Study how to register newly discovered unknown
generators as known classes quickly without retraining the entire model.

3. Cross-modal generalization: Explore whether an OSDA model trained
on images can be directly applied to video frames for open-set attribution,
supporting real-time forged-content monitoring systems.
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