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ABSTRACT

To solve the conflict between TCP accelerating technology based on PEP middle node and IPSec protocol used in the
Satellite Network, NASA and the Hughes Research Laboratory (HRL) each independently proposed a solution named
Multilayer IPsec protocol which can integrate IPSec with TCP PEPs. The problem is: Traditional IKE protocol can’t
work with Multilayer IPSec protocol. In this study, the traditional IKE main mode and quick mode are enhanced for
layered IPSec protocol, and an improved layered key distribution protocol: ML-IKE is proposed. This key distribution
protocol is used for key exchange between peers and middle node, so that different nodes have different security
associations (SA), and different security associations correspond to different IP packet fields, so different SA nodes have
different authorization to different IP packet fields. ML-IKE protocol is suitable for layered IPSec, thus layered IPSec
can be used for automatic key distribution and update.

1. INTRODUCTION

Satellite network has advantages of high speed, wide transmission range and so on. As the space technology developing,
Satellite systems are rapidly changing their role from the “bent-pipe” transparent channel paradigm to the on-board
routing regenerative paradigm [1]. But TCP which is the primary transport protocol is no longer suitable in satellite
networking environment, due to long propagation delay and significant packet losses on the satellite link in land mobile
satellite channels [2][3]. To eliminate this conflict, many new TCP proposals such as the TCP Hybla [4], Split TCP [5],
TCP Westwood [6] and TCP-Peach [7] used in TCP PEP mechanisms are presented and discussed.

These nonstandard TCP protocols bring new design problems at network layer, since when an end-to-end security
mechanism, such as IPsec, is used, TCP PEP mechanisms can not work. This is because that IPsec encrypts and/or
authenticates the fields that the TCP PEP needs read/write access [8]. To solve this problem, NASA [9] and the Hughes
Research Laboratory (HRL) [10][11] each independently proposed a solution named Multilayer IPsec protocol which
can integrate IPsec with TCP PEPs, Researchers in Amirkabir University of Technology and Harbin Institute of
Technology improved it and developed ML-IPsec+[12] and CZML-IPsec[13]. It allows wireless network operators or
service providers to grant base stations or wireless routers limited and controllable access to the TCP headers for
performance enhancement purposes. But traditional IKE protocol is only able to establish security associations and
obtain authenticated keying materials between two IPsec endpoints (hosts or security gateways), which means that the
traditional IKE protocol is not suitable for multilayer IPsec protocol.

In this paper, the traditional IKE is improved, and an improved layered key exchange protocol: ML-IKE (Multilayer
Internet Key Exchange) is developed. The rest of this paper is organized as follows: In Section 2, the notion of ML-IPsec
is explained. Section 3 described the notion of traditional Internet Key Exchange Protocol. Our approach is presented in
Section 4. Section 5 states the conclusion and future work.

2. ML-IPSEC

The PEP nodes based on TCP acceleration technology in satellite links need to read and write TCP Header in IP packets.
It is a conflict to traditional IPsec and breaks the end-to-end protection model of IPsec. ML-IPsec is the solution
developed to solve this problem. The main idea of this protocol is to divide the IP datagram into several parts and apply
different forms of protection to different parts. For example, in the satellite network based on TCP acceleration
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technology, the TCP payload part can be protected between two end points using SA1 while the TCP/IP header part can
be protected and accessible to two end points plus certain routers in the network using S2 (As shown in Figure 1). It
allows TCP PEP to coexist with IPsec, and provides both performance improvement and security protection to wireless
networks [10].
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Figure 1 Packet Encryption in ML-IPsec

3. TRADITIONAL INTERNET KEY EXCHANGE PROTOCOL

Internet Key Exchange (IKE) is a hybrid of the ISAKMP framework and the Oakley and SKEME protocols. It negotiates
the IPsec security associations (SAs). This process requires that the IPsec systems first authenticate themselves to each
other and establish shared keys. Oakley and SKEME each define a method to establish an authenticated key exchange.
These include payloads construction, the information payloads carry, and the order in which they are processed and how
they are used. While Oakley defines “modes”, ISAKMP defines “phases” [14].

Traditional IKE needs two phases to establish IPsec SA. In phase 1, IKE creates an authenticated, secure channel
between the two IKE peers, called the IKE security association. “Main Mode” and “Aggressive Mode” each accomplish
a phase 1 exchange. Figure 2 described the “Main Mode” with a pre-shared key in the first phase of IKE.

Initiator Responder
Header,SA >
< Header,SA
Header KE, Ni >
< Header,KE, Nr
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Figure 2 Main mode with a pre-shared key

In Phase 2 the Security Associations are negotiated on behalf of services such as IPsec or any other service which needs
key material and/or parameter negotiation. "Quick Mode" accomplishes a phase 2 exchange. Figure 3 described the
“Quick Mode” with a pre-shared key in the second phase of IKE.
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Figure 3 Quick mode with a pre-shared key
Multilayer Internet Key Exchange Protocol
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As described in section 1, traditional IKE is not suitable for Multilayer IPsec Protocol, And ML-IKE solution was
developed for ML-IPsec used in the satellite network based on traditional IKE.

In our solution, initiator node starts the ML-IKE Exchanges, and the middle nodes will also take part in the ML-IKE
process. And when the exchanges complete, the Initiator and the Responder will share IPsec SA2 while the Initiator,
Responder and the trusted PEP intermediate node will share IPsec SA1. Then the TCP header will be protected by IPsec
SA1 while the TCP payload protected by IPsec SA2. The network topology Diagram is shown in Figure 4. Like the
traditional IKE, the basic operation of ML-IKE can be broken down into two phases. Until now, we just extend the main
model in the first phase and quick model in the second phase using pre-shared keys encryption to authenticate the
exchange.

ML-IPSec VPN

Fireval |

ML-IPSec Receiver
With SAT and SA2

with|S PEP Nodes with SA1

Sender ML-IPSec VPN Gateway
With SAT and S2
TCP Header ___ TCP Header
encrypted first time encrypted second time

Figure 4 Satellite network Accelerated VPN Network Diagram
3.1 Phase 1: The Main Model of ML-IKE

The main model of ML-IKE in the first phase, which is the extension of main mode of traditional IKE, has 17 messages
compared to 6 messages in traditional main model. The first 11 messages are used to exchange the parameters and key
materials required to establish the IKE SAs while the last 6 messages are used to make authentications among IPsec
endpoints and PEP node.

When using pre-shared key encryption for authentication, Main Mode in phrase 1 of ML-IKE is defined as shown in
Figure 5. Main Mode accomplishes security association negotiation. And Security Association options takes the form of
Transform Payload(s) encapsulated in Proposal Payload(s) including Security Association (SA) payload(s). If multiple
options are made for phase 1 exchanges (Main Mode and Aggressive Mode) they must take the form of multiple
Transform Payloads for a single Proposal Payload in a single SA payload. From another point of view, there must not be
multiple Proposal Payloads for a single SA payload and there MUST NOT be multiple SA payloads in phase 1
exchanges. The goal of phase 1 is to form IKE-SA1 to protect all three participants’ exchanges and IKE-SA?2 to protect
two endpoints’ exchanges in phase 2. In this diagram, all these 17 messages can be divided into three function groups.
Messages 1-5 belong to the first group, and they are used to negotiate policy, exchange Diffie-Hellman public values and
ancillary data which are necessary for the exchange and identities. The content of message 1 is the same with of
message 2. In the main model of phase 1, the Initiator node sends the message 1 and message 2 to start the negotiation.
For phase 1, exchanges can only contain one SA payload, and one single SA payload includes only one Proposal Payload.
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Figure 5 Exchanges of Main Model in ML-IKE using pre-shared Key authenticate

There can be multiple Transform Payloads (contains the encryption algorithm and the Hash algorithm) encapsulated in
this Proposal Payload. The PEP immediate node receives message 2, then chooses all the transform supported by itself
and the Initiator, then sends message 3 which contains the transform intersection supported by the Initiator and PEP node
to the Responder. When message 1 arrives, the Responder will select one transform from the transforms encapsulated in
the Proposal Payload in message 1 as algorithms used by the two endpoints to form IKE-SA2. Analogously, the
Responder will select one transform from the transforms interaction in message 3 as algorithms used by all of the three
participators. After that, the Responder will choose transform A from message 3 for IKE-SA 1 and send transform A to
PEP immediate node through message 4. Also, the Responder will choose transform B from message 1 for IKE-SA 2,
then it to the Initiator through message 5. In the example described in figure.5, the Initiator supported three transforms
(trl, tr2 and tr3); intermediate nodes support two transforms (trl and tr2); the Responder support tr2 and tr3. After the
first five exchanges among three nodes, the negotiation selected tr2 for IKE-SA2 and tr2, tr3 for IKE-SA1.

Messages 6-11 belong to the second function group, and are used to finish Diffie-Hellman exchanges. The Initiator node
offers two nonce values: Nil and Ni2, the intermediate node offers one nonce value Nm, and the Responder node offers
Nrl and Nr2 as the initiator. Message 7 and message 11 contains two key exchange payloads which contain the public
information exchanged in two Diffie-Hellman exchanges. The three DH public values in KE1 are used to calculate the
three-nodes shared KEY1 through a modified DH algorithm [14][15] while the two DH public values in KE2 are used to
calculate the two-endpoints shared KEY?2 through DH algorithm.
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Messages 12-17 belong to the third group, these messages are used to authenticate the participators and provide a proof
of participation in the exchanges. All these six messages are encrypted using KEY'1 and KEY2 formed after messages 6-
11. In messages 12, 14, 15 and 16, the Header™ means the messages are protected by KE1 while in messages 13 and 17
the Header* means the messages are protected by KE2.

After the exchanges in phase 1 of ML-IKE, the negotiation of IKE-SA1 and IKE-SA2 is completed. The Initiator and
Responder obtain the IKE-SA1 and IKE-SA2 at the same time while the intermediate node only obtains the IKE-SAT.
The keying material calculating formulas are as follows:

(1) IKE-SAT related:

SKEYID-1 =prf(pre-shared-key-1, Nil | Nm | NI1). ... oot e ettt e aiee e (1)
SKEYID-d-1 =prf(SKEYID-1, g1*xyz | CKY-I | CKY-M | CKY-R | 0) ..ceiiiiiiiiiiiiii it e i e, 2)
SKEYID-e-1 =prf(SKEYID-1, SKEYID a-1|gl*xyz|CKY-I|CKY-M |CKY-R|[2)..cctoecs veies i e, 3)
SKEYID-a-1 =prf(SKEYID-1, SKEYID d-1|gl*xyz|CKY-I|CKY-M|CKY-R|1) ... ......... . ... 4
Hash-I-1 =prf (SKEYID-1, g1"i | g1”m |gl”r | CKY-1 | CKY-M | CKY-R | SA | IDi-1) .euvie ieniniiies e, 5)
Hash-R-1 =prf (SKEYID-1, gl”r | g]"m |g1"i | CKY-R | CKY-M | CKY-I | SA | IDi-1) ..o vviiiiiiis cviiieeeiieenee(6)
Hash-M  =prf (SKEYID-1, gl"m | g1”*r |g1"i | CKY-M| CKY-R | CKY-I | SA | IDi-m) oo oo ovt eviieeeee e (7)

The pre-share-key-1 is pre-shared secret among the Initiator, Responder and PEP intermediate node. IDi-i and IDi-r are
the identification payloads for the Initiator and Responder used in exchanges among three participators in phase 1 while
the IDi-m is the identification payload for the PEP immediate node. CKY-I, CKY-M, CKY-R are the Initiator's cookie,
the immediate node’s cookie and the Responder's cookie for IKE-SA1, respectively, including in the ML-ISAKMP
header (As shown in Figure 6) of messages. Hash-1-1 and Hash-R-1 are used by the PEP immediate node to authenticate
the exchanges (message 12 and message 16) from the Initiator and the Responder, respectively; Hash-m is used by
Responder and Initiator to authenticate the exchanges from the PEP immediate node; Hash-I-1 and Hash-I-2 are used by
the PEP immediate node and the Initiator, respectively, to authenticate the exchanges from the Responder.

0 7 15 23 31

Initiator Cookie

Immediate node Cookie

Responder Cookie

Next MjV | MnV Exchange fla
Payload er er Type g
Message id
Message Length

Figure 6 ML-ISAKMP Header
(2) IKE-SA2 related:

SKEYID-2  =prf (pre-shared-key-2, Ni2 | NI2).....oouiimiiiiiiiii e e (8)

SKEYID-d-2 =prf(SKEYID-2, 22Xy | CKY-I| CKY-R | 0). ... eeeeeeeeeireeeee e e e, ©)
SKEYID-e-2 =prf(SKEYID-2, SKEYID-a-2 | g2xy | CKY-T | CKY-R [ 2)...\vteeeeeeeee e (10)
SKEYID-a-2 =prf(SKEYID-2, SKEYID-d-2 | 22°xy | CKY-T | CKY-R | 1).eeetuereeoreeeoeeeeee oo, (11)
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HASH-1-2  =prf(SKEYID-2, g2"i | g2t | CKY-I | CKY-R | SA [ Idii ). vvee oeeeeeeeeies oo e, (12)
HASH-R-2  =prf(SKEYID-2, g2r | @271 | CKY-R | CKY-T | SA | Idi-T ).e.vveevres e e e e, (13)

The pre-share-key-2 is pre-shared secret only between the Initiator and the Responder. Hash-I-2 and Hash-R-2 are used
by the Responder and the Initiator, respectively, to authenticate the exchanges (message 13 and message 17) between
each other.

3.2 Phase 2: The Quick Model of ML-IKE

The second phase is extended version of traditional quick mode, in which there are 9 messages as compared to 3

messages in traditional IKE quick mode ( see figure 7 ) . As mentioned above, these messages are protected by the IKE-
SA1 and IKE-SA2 generated in the first phase. The first 6 messages are used to exchange the parameters and key
materials required to establish two suites of IPsec SAs while the last 3 messages are used to authenticate the right
participators. In ML-IPsec, the first suit of IPsec SA is owned by all of the three participators and used to protect TCP
header while the second suit of IPsec SA is only owned by two endpoints and is used to protect TCP payload.

When using pre-shared key encryption for authentication, Quick Mode in phrase 1 of ML-IKE is defined as Figure.7.

Initiator PEP Node Responder

Header" HASH1,SANil
! LKEI[ded, ldm, lde] %

Header*, HASH2,SA,Ni2

&)

v

[, KE2] [, Ide-i, Ide-r]
) Header" HASH3,SANr1
’ —— [ KE1] [, Ide, Id-m, Ider]
4 . Header*, HASH4,SA Nr2
N [, KE2] [, Ide-i, Ide-1]
5 < Header" HASH5,SA,Nm
[, KE] [, Ide-i-1, Td-m, Ide]
Header" HASH6,SA Nm
[, KE1] [, Ide-i, Id-m, Idc-r]
7 D — Header”,Hash7
8 Header”,Hash8 E—
9 Header* Hash9 >

Figure.7.Exchanges of Quick Model in ML-IKE using pre-shared Key authenticate

In messages 1, 3, 5, 6, 7 and 8, the Header means the messages are protected by SKEYID-e-1 while in messages 2, 4
and 9 the Header* means the messages are protected by SKEYID-e-2 generated in phrase 1 of ML-IKE.

The SA Payload in message 1 can include multiple Proposal Payloads (AH and ESP) or single Proposal Payload (AH or
ESP). The identities of the parties MUST be passed as IDc-i. The Responder will dictate whether the proposals are
acceptable as the identities specified. If the client identities are not acceptable to the Quick Mode responder (due to
policy or other reasons), a Notify payload with Notify Message Type INVALID-ID-INFORMATION should be sent to
inform the quick model fails; Otherwise the responder will send message 3 and message 4 to the PEP node and the
Initiator, respectively.

Message 5 and message 6 are sent by the PEP Node to the Initiator and the Responder to authenticate the PEP Node
itself. Message 7 is the response from the Responder to the PEP Node while message 8 and message 9 is the responses
from the Initiator to the PEP node and the Responder. The hash values for the above exchanges are as follows:

HASHI1 = PRF (SKEYID al, M-ID | SA | Nil [ | KEl ] [ | IDc-i-1 | IDe-m | IDc-r-
11, (14)

HASH2 = PRF (SKEYID a2, M-ID | SA | Ni2 [| KE2] [| IDCi | IDC-T]) «vveeeeeeeeeeee oo
(15)
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HASH3 = PRF (SKEYID al, M-ID | SA | Nrl [| KE1] [| IDc-i | IDC-m | IDC-]) «.evveereoiees oo e,

(16)

HASH4 = PRF (SKEYID a2, M-ID | Ni2 | SA | N2 [| KE2] [| IDc-i | IDC-T]) «.vvveeeeeeeeees oo,

(17)

HASHS = PRF (SKEYID al, M-ID | Nil | SA | Nm [| KE1] [| ID¢-i | IDc-m | IDC-t]) .o e ..

(18)

HASH6 = PRF (SKEYID al, M-ID | Nrl | SA | Nm [| KE1] [| IDc-i | IDe-m | IDC-1]) wvevveeree e e
...(19)

HASH7 = PRF (SKEYID al, 0 | M-ID | NIT | NI coooiiieiieeeoie oo e e e o
....... (20)

HASHS = PRF (SKEYID al, 0 | M-ID | Nil | NIM) ooeoiriioieeeoeee oo eeee e
........... 1)

HASH9 = PRF (SKEYID a2, 0 | M-ID | Ni2 | NE2) ©oeouivreeieeeeoeee oot e,

.(22)

After the exchanges in phase 2 of ML-IKE, the negotiation of IPsec-SA1 and [Psec-SA2 is complete. The Initiator and
Responder obtain the IPsec-SA1 and IPsec-SA2 at the same time while the intermediate node only obtains the IPsec-
SA1. The keying material calculating formulas are as follows:

If PFS is not needed, and KE payloads are not exchanged, the new keying materials is defined as

KEYMATI1 = PRF (SKEYID-d-1, protocol | SPIT | Nil | Nm | Nrl) ..oiiiriiiiiiiii i s
(23)

KEYMAT?2 = PRF (SKEYID-d-2, protocol | SPI2 | Ni2 | NI2) ..iuiiriiiiiiiiiee e e
(24)

If PFS is desired and KE payloads are exchanged, the new keying materials is defined as

KEYMATI1 = prf(SKEYID-d-1, gl(qm)"xyz | protocol | SPI1 | Nil | Nm | Nrl) ..cocoviiiiiiiiiiiiiiiiiinne,
(25)

KEYMAT?2 = prf(SKEYID-d-2, g2(qm)”"xy | protocol | SPI2 | Ni2 | NI2) ..coeiiiiiiiiiis e
(26)

Where gl(gm)" xyz is the shared secret from the modified Diffie-Hellman algorithm [16][17] by the three participants
and g2(gm)”xy is the shared secret obtained by the two endpoints. The “protocol” and “SPI” are from the ISAKMP
Proposal Payload that contains the negotiated Transform.

After two phases of ML-IKE negotiation, the authorized PEPs can only obtain part of key materials to access to TCP
header while the two authorized endpoints can access to both TCP header and TCP payload, which means the protocol
ML-IKE is suitable for ML-IPsec.

4. CONCLUSION

The end-to-end network security mechanisms such as IPsec and the rich network services such as TCP PEP for Satellite
networks are two fundamental but incompatible mechanisms. ML-IPsec is just the solution for this problem. But this
protocol needs a suitable key distribution protocol.

Our scheme to solve the problem is based on the layering architecture for network security protocols. The approach
presented in this paper provides both security and extensibility in one unified platform.

ML-IKE is a specialized key Exchange protocol for ML-IPsec. As described above, ML-IKE is used to protect key
exchanges among the endpoints and PEP while makes participators have different IPsec security associations which
protect correspond IP packet fields. Through careful evaluation, ML-IKE inherits the safe attribute of traditional IKE.
Through ML-IKE, the trusted PEP immediate node can obtain the IKE-SA1 and IPsec-SA1 to unencrypted (encrypt) the
TCP Header but this protocol also have other mechanism using the secret only known by the legal endpoints to protect
the TCP payload data from the PEP node and other illegal ponits in the network.

Through careful design, ML-IKE has the similar message format and the ML-ISAKMP is almost as same as traditional
ISAKMP [15]. So in real system implement, ML-IKE is compatible with ML-IPsec and can easily be added to existing

Proc. of SPIE Vol. 7651 765102-7

Downloaded From: http://proceedings.spiedigitallibrary.org/ on 07/06/2017 Terms of Use: http://spiedigitallibrary.or g/ss'ter msofuse.aspx



IKE system. ML-IKE has achieved the goal of granting trusted intermediate routers a secure, controlled, and limited
access to selected portions of IP datagram, while preserving the end-to-end security protection to user data.

Currently, we have done some experiments of ML-IKE approach with ML-IPsec in all-IP satellite network. Through our
system implements, it shows that ML-IKE protocol is safe, efficient and suitable for layered IPsec, with ML-IKE,
Multilayered IPsec is able to distribute and update key automatically.

Our plan for future work is continue to extent other models in traditional IKE such as Aggressive Mode and New Group
Mode using other methods except pre-shared key encryption for authentication. Also we will investigate IKEv2 in the
future to try to make IKEv2 suitable for ML-IPsec used in wireless network.
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