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Semantic-aware Security Check Detection Method

FANG Yutong, LIU Hongyi, LI Jingwei, WEN Weiping

School of Software and Microelectronics, Peking University, Beijing 102600, China

Abstract The security check is the most common security enhancement method in OS, and it is an essential cornerstone
of vulnerability detection. Detecting security checks has to use the functions of exception handling. This paper starts with
the detection of the exception handling function and implements a method of security check detection based on the excep-
tion handling function. This paper proposes a Semantic-aware Security Check Detection Method (Sased), which performs
static analysis on the function control flow of the Linux system via an exception handling function detection method based
on natural and program semantics. At the same time, Sased can retrospectively filter exception handling functions and se-
curity checks to reduce its false-positive rate. Through experiments, Sased reports a total of 795 exception handling func-
tions and 41519 security checks, both of which have achieved a detection accuracy of more than 90%. Among them, 208
exception handling functions have never been found in previous work. At the same time, we combined the existing vul-
nerability detection methods and found 9 new vulnerabilities in the Linux kernel. Experiments show that Sased can detect
exception handling functions and security checks in the OS very efficiently, thus providing a useful reference for operating
system vulnerability detection.

Key words exception handling; security check; system security
| B i (B, B A5 ) B AR S B R (61
=

RGUABIEE) . I, AR5 AL BERE D), LAt
RGOV AR DL, & R G Sk A,

S AL B R AT R AR A e AT
HB O BR AR, T2 A AT R AT R G P R R L
2 A W i 3, FIE T I S A R A K

B AE RGO B SOHLAE R 55 P SRR o
SN, HIhREEA:, AR R, U Linux W
HUAT 25000 000 DAL FACHE AT A i AR 2% 1012
B, BAE R H W RE AR R AR R O, Bl

K ABAF I EIMT A BRAEE AN IE R RN B
(K4 PR P % o DL B R AT ARSI 52 (AT 8,
W R B A R BT 5 K IR 7 W R E ) B A
BAE N, ol feiatr Ml R v 32 20 AR 1

BiIER : SCfF, 1, #U%, Email:weipingwen@ss.pku.edu.cn,

WeAs H 3 2019-11-30; &80 H #: 2020-02-17; €% H #: 2020-08-25

RS H T EAPRE, DRALN %S, R
105 A 5 LA AR A K B o O R
I RESCHEAT AR AT 2230 4 BB
MR, Bl RADA T RS 220, i, 45



18 Journal of Cyber Security 15 F\V% 4244, 2020 £ 9 H, H 5%, FH 5

B FH AN 2 i e A b, RN FRF R KW
A B AN RE M B A8 o 1T Y I SR B T R (R R
B T BT I 2 A RS BRI A I I, R4
B AT S Ak B R B, N YRR T AT AT Ak B
BUEIE . O T b0 AR B e e A AR
HATRRRE, FRATIZE T UL

S B A YRR P AT I RSO,
T RFEIE W I8 AT BUR G A S IR AT 1 Ak B
HNG DU RR B (B n, &1 27 47).

AR KRG o KR LR R R Bl
A FH 7 i B R £ I R 1% 5 R BT I 2 R A A, Gl
O AR, B 1R 26 17).

Il S+ 4% & (critical variables): f8E€ R IE1TIR
AR, @E 2L A PR E@WE 1
H 1] result),

20 //Linux 5.4: /drivers/net/caif/caif_serial.c

21 static int register_ldisc(void)

22 {

23 int result;

24

25 result = tty_register_ldisc(N_CAIF, &caif_ldisc);
26 if (result < @) {

27 pr_err(“cannot register CAIF ldisc=%d err=%d\n", N_CAIF,
28 result);

29 return result;

30 }

31 return result;

32 }
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Figure 1 Examples of exception handlers, security
checks, and critical variables
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5.2.13 et/smc/smc_ib.c
smc_ib_remove_dev ( ib_device *ibdev, *client_data)
4 smc_ib_device *smcibdev;

smcibdev = ib_get client_data(ibdev, &smc_ib_client);
ib_set_client_data(ibdev, &smc_ib_client, NULL);
spin_lock(&smc_ib_devices.lock);
: 1list_del init(&smcibdev->list); /* remove from smc_ib_devices *
10 spin_unlock(&smc_ib_devices.lock);
g smc_ib_cleanup_per_ibdev(smcibdev);
12 ib_unregister_event_handler(&smcibdev->event_handler);
kfree(smcibdev);

13
14}
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Figure 2 Examples of missing security checks
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Figure 3 CRIX's Missing case for exception handling
functions
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E o 5‘2522;7 iiiéi;ici;ficfk;;:iihandla handle, N N
: . ) P acpi_usc_custext *context, *error) 5 lﬁl-l-

acpi_handle_debug(handle, "(¥s): ¥s\n", context-»uuid_str, error);
pr_debug(”_05C request data:");

1@ (i =@; i < context->cap.length; i += sizeof(u32))

11 pr_debug(" #x", *((u32 *)(context->cap.pointer + 1)));

pr_debug("\n");

1@ ]
16 5.2 e

17 leed ignore the bit@ in result code

18 errors = *((u32 *)out_obj->buffer.pointer) & ~(1 << 8);
19 (errors) {

20 (errors & 05C_REQUEST_ERROR)

21 acpi_print_osc_error(handle, context,

22 "_0SC request failed™);

23 (errors & OSC_INVALID_UUID_ERROR)

24 acpi_print_osc_error(handle, context,

25 "_05C invalid UUID");

26 (errors & 05C_INVALID REVISION ERROR)

27 acpi_print_osc_error(handle, context,

28 "_0SC invalid revision™);

29 (errors & 05C_CAPABILITIES_MASK_ERROR) {

(((u32 *)context-rcap.pointer)[0SC_QUERY_DWORD]
& OSC_QUERY_ENABLE)
out_success;
status = AE_SUPPORT;
out_kfree;

¥
status = AE_ERROR;

38 Linux 5.2.1@: /drivers/acpi/bus.c

39 acpi_bus_get_private_data{acpi_handle handle, **data)
e {

41 acpi_status status;

42

43 (!*data)

44 -EINVAL;

46 status = acpi_get data(handle, acpi_bus_private_data_handler, data);
a7 (ACPI_FAILURE(status)) {

48 acpi_handle_debug(handle, "No context for ohjectin™);
49 -ENODEV;

© )

52 EH

53}

5 RFRFHAZENIERL
Figure 5 Parent and child functions both are excep-
tion handling functions
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~se sys exit
__se_sys_exit group

__set page dirty

~ trace probe log emr
~udp4 lb emr
~_udp6_lb_err

__wam

__wam_printk

aa_audit file

acpibis enor

acpibios exception
acpibios waming
acpicheck address range
acpienor

acpi exception

acpi fom at excep tion
acpiprint osc emor

acpiut check address range
acpiutmethod enor

acpiut predefined bios enor
acpiut predefined waming
acpiut prefixed nam espace enor
acpiwaming

add_bytestring header
addrconf dad_stop

aer get device emor mnfo
aer print enor

aer process err devices

amd mce is mem ory emor
apeim ce_report m em emnor
append _filter err

arch_apei report m em eror
ata_eh analyze ncq enor
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Appendix 1 208 new exception handling functions

ata scsicm d ermor handler
ata_scsiport enor handler
ata sff error handler

ata to_sense enor

bad area

bad_area access ermor

bad area nosem aphore

blk status to_emmo
bpfwam_invalid xdp_action
check m px ermatum
check pcc chan

cper m em err location
cpu_em ergency_stop pt
crypto_alg tested
crypto_hash walk _done
dax_iom ap_fault

dax jom ap pte fault

df debug

die

dio wam stale pagecache
disable_err thresholding
do_coprocessor segm ent overrun
do device not available
do _divide emor

do _double fault

do general protection
do_int3

do_invalid TSS

do ivalid op

do_kem addr fault

do_m achine_check

do overflow

do page fault

do_segm ent not present
do_trap

do_user addr fault

edac pci clear parity enors
edac pci get check enors
edac raw _m ¢ handle ernor
efi status to_ermr

em ergency_restart

em ergency_sync

err pos

ermo_to blk status

emrseq check
errseq_check and advance
errseq_sam p le

emrseq_set

extd clear pumal err
extd handle_enor

file check and advance wb err
filem ap _check emors

filem ap fdatawait keep enors
filter cpuid features

fix ematum 688

fixup exception

flush end o

fpregs assert state _consistent
fuse ai com plete

ghes edac report m em enor
handle_critical trips

icm pv6_err convert

init em ergency isa pool
io_check_enor

bd2 pumal abort

kauditd send queue
keyctl re pct key

kgdb_arch handle exception
kgdb_arch pc

kgdb_cpu_enter
kgdb_skipexception

lbata trace parse eh err m ask
lockdep_assert cpus _held

log am hw_enor

log ermor deferred

log emor thresholding

log non standard event

math enor

md emor

m em ory failure

m em ory failuire hugetlb

m em ory failuire queue

m ext check coverage

m icrocode sanity check

mm _fault emor

m trr state_wam

netb1 skbuff err

no_context

notify die

of 2¢c setup sm bus alert
page_counter try_charge
page_endio

pcicleanup_aer emor status regs
pcidisable pcie enor reporting
pcienable pcie enor reporting
pgtable bad

pkeslpad decrypt com plete
pkeslpad decrypt com plete ch
pkeslpad encrypt sign com p lete

quota send waming

raw 6_icm p_enor
refcount enor report

reset contiol assert

reset control deassert
restore_reserve on_enor

rio clr err stopped

b age exceptions
1t6_exception_hash

rt6 flush exceptions

6 _insert exception

1t6_rem ove_exception

6 rem ove exception rt

rtnl set sk _emr

w sem _down_read_failed

wsem down read failed killable
w sem down_write failed

wsem _down_write_failed killable
sched num a wam

scsiend request

scsifoctl block_when_processing_erors

sd_suspend comm on
search exception tables
segm ent com p lete
selinux netbl err

set one prio
skb_recv_datagram
skb_tx ermor

skb wam bad offload
slab_err
sock_alloc_send _pskb
sock alloc send skb
sock _queue_err skb
sock recv_emqueue
spurious kemel fault
swap_w riter finish
sysctl err

sysfs wam_dup

tcp fastretrans alert
tcp_req_emr

tom oyo_wam_oom
trace kprobe eror in pctable
truncate_eror page
unknown nm i enor
usercopy_wam

vt do_diacrit
wam_alloc

pkeslpad encrypt sign com plete cwam bad vsyscall

pkeslpad verify com plete
pkeslpad_verify_com plete_cb
populate enor in pction list
qdisc create

wb_stat ernor
w ithin eror in pction list
xfim local enror
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