S
2020 4E55 74 B

A

!

W doi :10.3969/}.issn.1671-1122.2020.07.003

Bt

TR Java AL TR DE HBE

» » A )

) v
{5907 13
HEF, o7, BT
(ibﬁ?k?—ﬁmﬁ’—%ﬁi%%%k, JL 7% 100080 )

W E. AFARRARESF RN EEA R R EZ—, FF Java £ W4k
R A Ay B, BRFPMRRAGEECEE M2, FIHRTRAFINRRAIZIEE
R FO R Fe AN AR AT S fe ik, XFEANLT Java KT FIALTRIR 69 R
H I A BT SRR R R AR 0 M ik Ty ik, SR AE LE RIR ISR ik, R —Ab
PR AT i, BB O sk LA A R 4453 T A Zero Gadget, X F kR F
BT 5 R 5 PATEAR A RABT IR 2 & 2] M 230098 A AT, AR R EAL
SR IR AR A RAR LR R4, R IUE LA Java Rk B BEATIR R 454
BRCRAN R, FREREN, LFHETRAZRSERARNETF LR SO ERE,
5T RF VAR R R 4k o B SRR H AR E L

R : R FNLRR 5 B4 ; Java FIRIEE

HESKS . TP309 SCERFRERG : A XESHS : 1671-1122 (2020) 07-0019-11

HOCT IR HAETE, ), SO B TR SR Java SF A AR R SRS 4 2z (0] 15 R
W45 24, 2020, 20 (7): 19-29.

JCH %L . DU Xiaoyu, YE He, WEN Weiping. Java Deserialization Vulnerability Gadget Chain Discovery
Method Based on Bytecode Search[J]. Netinfo Security, 2020, 20(7): 19-29.

Java Deserialization Vulnerability Gadget Chain Discovery
Method Based on Bytecode Search

DU Xiaoyu, YE He, WEN Weiping
(School of Software and Microelectronics, Peking University, Beijing 100080, China)

Abstract: Deserialization vulnerability is one of the hotspots of application security research
in recent years. As the functions of Java class library are constantly updated and expanded, the
potential scope of deserialization vulnerability is more extensive. Discovering deserialization
vulnerability through manpower requires a lot of time to screen and construct the gadget chain.
This paper introduces the Java deserialization vulnerability principle, common scenarios
and deserialization vulnerability gadget chain construction method, and combining with the
common vulnerability discovery methods, proposes a method to discover gadget chain, which

WimEE:
E&WA:

{EE =T

2020—5-2
B R A RAF LA [61872011]

AEF (1996—), %, T, MEARAE, LLHEFQARMSEE, Web E5RRAILHE; T (1998—),

5, ZH,

ML, TR QAMG Z4, A% e, = U (1977—), B, 3d, ik, 4, TR T ARG EMSE Z4
KEHEL =E4E, FiitE a4,

BIEESE:

S4BT weipingwen@ss.pku.edu.cn

19



__ g
-?EZ A B 32020

7 1t

il
ﬁk‘

is implemented as a gadget chain discovering tool Zero Gadget. The method uses the stain
analysis and symbol execution technologies to generate the gadget tree from the deserialization
vulnerability entry point to the dangerous function, and uses the depth-first search algorithm to
search the gadget tree and generate the relevant gadget chain. This paper selects common Java
basic libraries to test the effect of gadget chain discovery. The experimental results show that this
method can successfully discover the potential gadget chains and have a high accuracy rate, which
has positive significance for automatic discovery of deserialization vulnerability gadget chain.
Key words: deserialization vulnerability; gadget chain; Java vulnerability discovery
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public class Test {

interface Choice {
public void show(int num);
H
public static class Wrong implements Choice{
@Override
public void show(int num){
System.out.println("Result is "+num);
H

H
public static class Right implements Choice{



@Override
public void show(int num){
try{
Runtime.getRuntime().exec("calc");
}catch (IOException e){
e.printStackTrace();

}

System.out.println("You get the flag"+num);

}
}

public static void main(String[] args) throws IOException {

Scanner input=new Scanner(System.in);
int a=input.nextnt();
int x=0,y=0;
if(al=0){
y=x+a;
ifla=2){
Choice rightchoice = new Right();
rightchoice.show(y);
b
else {
x=2*y;
Choice wrongchoice = new Wrong();
wrongchoice.show(x);
}
}
else{

System.out.println("You did nothing");

b
}
}

o={a— a,} T =true

x=0,y=0

70 6={0— 05, x=0,y=0} 7=true | %=0

If (a! = 0)

6={o— ax =0,y =0} 7= 0= 0

“you did nothing™
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public class Serialize {
public static void main(String args[])throws Exception{
DemoObject d1=new DemoObject();
d1.name="hello world!";
FileOutputStream fos=new FileOutputStream("object");
ObjectOutputStream os=new ObjectOutputStream(fos);
os.writeObject(dl);
os.close();
FileInputStream fis=new FileInputStream("object");
ObjectInputStream ois=new ObjectInputStream(fis);
DemoObject d2=(DemoObject)ois.readObject();
System.out.print(d2);
ois.close();
}
}

class DemoObject implements Serializable {
public String name;
private void readObject(java.io.ObjectInputStream in) throws
IOException,ClassNotFoundException{
in.defaultReadObject();
Runtime.getRuntime().exec("calc");
H
}
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public ChainedTransformer(Transformer{] transformers) {
this.iTransformers = transformers;

}

public Object transform(Object object) {

for(int i = 0; i < this.iTransformers.length; ++) {
object = this.iTransformers[il.transform(object);

i
return object;

| ObjectInputStream.readObject

public ConstantTransformer(Object constantToReturn) {

| AnnotationnvocationHandler.readobject ¢
this.iConstant = constantToReturn;

public Object transform(Object input) {

| Map(Proxy).entrySet
return this.iConstant;

}

AnnotationInvocationHandler.invoke

Public InvokerTransformer(String methodName, Class[]
paramTypes, Object[] args) {

this.iMethodName = methodName;

this.iParamTypes = param Types;

this.iArgs = args;

LazyMap.get

ChainedTransformer.transform

)
}

public Object transform(Object input) {

Class cls = input.getClass();

Method method = cls.getMethodthis.iMethodName,
this.iParamTypes):

return method.invoke(input, this.iArgs);

}

ConstantTransformer.transform

\ N~

InvokerTransformer.transform

Method.invoke

by ] _exee = new T i

new ConstantTransformer(Runtime.class),

new InvokerTransformer("getMethod",new Class[]{String’
class.Class[].class} . new Object []{"getRuntime",null} ),

new InvokerTransformer("invoke",new Class[] {Object.class |
Object[].class}, new Object [1{null.null}),

new InvokerTransformer("exec”, new Class []{String class},
new Object[]{"calc"})
I
Transformer chain = new ChainedTransformer(transformers_
exee);

InvokerTransformer.transform

g — — N =~ — — — —

/

Method.invoke

Runtime. getRuntime

InvokerTransformer.transform

L]

Class.forName("java.lang. Runtime").getMethod("exec",Strin
g.class).invoke(Class.forName("java.lang Runtime"). getMeth
od("getRuntime").invoke(Class.forName("java.lang. Runtime"
))."eale”)

Method.invoke

| Class getMethod

Runtime.exec

1
Object runtime = Class.forName("java.lang Runtime").
" new Class[]{}).
Class.forName("java.lang Runtime"). getMethod("exec" Strin

g.class).invoke(runtime, "calc");

L]

Runtime runtime=Runtime.getRuntime();
runtime.exec("calc");
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