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Abstract: In recent years, with the continuous development of the Internet, network
security problems emerge endlessly. When fighting against network security threats, forensics
has always been a big problem. Especially for Linux platform, most mainstream Linux open
source forensics tools are currently lagging behind, inefficient and unable to obtain evidence
from the hidden Trojans. In the research of Linux forensics, because the Rootkit Trojan has
the characteristics of strong concealment and great harm, traditional detection methods are
difficult to carry out effective detection. In order to solve the above problems, starting from
the behavior and implementation technology of Rootkit, this paper studies and analyzes its
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startup mechanism and memory resident mechanism, extracts malicious code behaviors as
detection features, and proposes a Linux malicious code forensics method based on Rootkit
hidden behavior characteristics. The experimental results show that the forensics method
proposed in this paper has a good detection effect and forensics effect for various types
of Linux malicious code, and has obvious advantages in detection effect compared with

traditional forensics methods.
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earching for Linux.Xor.DDoS ... INFECTED: Possible Malicious Linux.Xor.DDoS ins]
talled

tmp/gates . lod

tmp/ ecOfaf2e6b0e4d SN 3 0 7ee 92014b48a8f9e7a26a
tmp/moni . Lod

Searching for Linux.Proxy.1.0 ... nothing found

Searching for suspect PHP files... nothing found

Searching for anomalies in shell history files... nothing found

Checking ‘asp’... not infected

Checking "bindshell'... not infected

a ) ChkRootit #4553

[ €3 T

= yang@localhosti/home/yang/Desktop/rkhunter-1.4.6 (on localhost.localdo — o x

File Edit View Search Terminal Help

1 E
[10:12:54] Checking for directory '/usr/share/locale/mk/.dev' [ Not found ]
[10:12:54] Checking for directory '/usr/include/netda.h’ [ Not found ]
[19:12:54] Checking for directory '/usr/include/.ssh’ [ Not found ]
[16:12:54] Checking for directory '/usr/share/locale/jp/.<SP>' [ Not found |
[10:12:54] Checking for directory '/usr/share/.sge’ [ Not found ] =
[10:12:54] warning: Checking for possible rootkit files and directories [ Warnin|=
9] i
[18:12:55] Found file '/tmp/gates.lod'. Possible rootkit: BillGates bot
net component

[10:12:55] Found file '/tmp/moni.lod'. Possible rootkif: BillGates botn
et component

[10:12:55] Found file ‘/usr/bin/.sshd'. Possible rootkit: BillGates bot
net component

[18:12:55] Found file '/usr/bin/bsd-port/getty". Possilile rootkit: Bill
Gates botnet component

[10:12:55] Found file */usr/bin/bsd-port/getty.lock’. Rossible rootkit:
BillGates botnet cpmponent

[19:12:55] Found file '/etc/init.d/DbSecuritySpt'. Possible rootkit: Bi
11Gates botnet comppnent

[10:12:55] Found file '/etc/rc.d/init.d/DbSecuritySpt'| Possible rootki
t: BillGates botnet| component

[10:12:55]

[10:12:55] Info: Starting test name 'possible rkt strings' o

b ) Rkhunter &l 25 &
B 4 3L BUE T B A P E Rootkit #4645 5

XA kU, T Billgates /2 772 Rootkit
AREy, RIAE BB Z 5, R P25
Pk AR RV AT R BRI (E . FRBTHEREAG I, &
X Billgates - J3 19 Bk 14 7 /usr/bin/bsd-port/getty,  FF- H.
Wi Isof i A FIHIA 745 SR & I Z A TR T TCPZEdE
R ORI, 535N T Billgates HH 25
S LU Billgates (5T IR sshdo 78 B0 0 45 222G
A, & A Billgates 1E 7£ 5 Ik 55 7 173X X.84 A T3 {5
BURRHNAS SR AN 5 .

KA i oA g Sl an s 6 Fis .
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yang@localho:

ome/yang/Desktop/module2-user_root

File Edit View Search Terminal Help
this is a centos 0S
64bit/1ibrary/libpcre.so.0.0.1 64bit/1library/libproc-3.2.8.50
ps commad finshed
Lsof commad finshed
process_white list compare finshed
[root@master module2-user rootkit check]# more result.txt
--------------- Ps_commad----------------
R _PID COMMAND
root 29688 /usr/bin/bsd-port/getty I
T00T 52831 BADIT/pPS aux
root 52832 awk -F [\t, ]+ NF>4 {a=index($0,$11); print $1,92,substr($e,a)}
——————————————— 1sof_commad----------------
COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE
getty 29888 root txt REG 1223123 1856355
getty 29088 root 3uW REG 5 1056356
8 root 4u IPv4 8567 010 TCP
--process_white list result----------------

process path

tnp/ecofat2esl
usr/bin/bsd-port/getty
/usr/bin/gnome-keyring-daemon
/usr/bin/gnome-terminal
/usr/bin/gnote

Jusr/bin/ . sshd

339b7ee92014b48a819e7a26a

G

a) REHEEXFEERNER

File Edit view Search Terminal Help

-number 2 :Forensic for the abnormalBehavior
-number 3 :Forensic for the hidden Kernel information
-number 4 :Forensic for the hidden network information

-number 6 :Forensic for the know virus information

-number 7 :Compare WhiteList for the file , process, module
-number 8 :Forencisc for all of above

enter a number: 4

this is a 64 bit 05

this is a centos 05

64bit/library/libpcre.so.0.0.1 64bit/library/libproc-3.2.8.s0
netstat commad finshed

ifconfig commad finshed

[root@master module2-user rootkit check]# more result.txt
--netstat_commad----
Proto Recv-Q Send-Q Local Address Foreig
tcp @ 1 192.168.133.111:36240 173
Tontig_commad-

2
3
4
-number 5 :Forensic for the hidden file information
6
7
8

n Address State
84:3411 SYN ¢

ENT 2P082/ecefaf2e6boed

name value

inet 192.168.133.111

ineté fe8o::20c:297f:fe58:a872

inet 127.0.0.1 H
inet6 ::1

b) B ML ZEREIEXE RS R
& 5 A3 77 i% A PR Rootkit #ill 45 R
IP area

inputSize outputSize Domains DomainsNum Port  PageSize LinkNumbers Comprehensive

XX84 SENUERTZAE 157 480 20200229 003854: bigassu.com T4 0 0 1
2020-01-09 03:28:49 : fk.appledoesnt.com

B 6 AXFiERENIER

2, A AB T Billgates fA7E T HbrEHLH
AR ZHOCHE R, R LA I A Billgates (197F7E
BUIFRCR g T H .

2) N#ZJZ Rootkit BUIFRR:

Reptile /& GitHub I~ — > 1 K 1Y LKM 25 %l Rootkit,
DIRERA, AMUSHFRE O . B RE . Fei |
PR N AZAEER, 3 SR T P R AR ST S 1) S5
MEIIRE AR, Rzt E AT b
A TR R Linx B E R G S N |, BREAEH
{5 GE I NAZ)Z Rootkit AR,

Reptile 2RI , 23Basl H B S5 R0 M
B, FIIFH Reptile 75 H FR FAILI) 666 i 111 27 BT 4
A ERERETT, XN 2 E R TR . Reptile
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KT ESEERS , AN 721 ChkRootkit X H bR
PRGN . ChkRootkit & ZE S AnIE 7 7R,

ocalhost:/home/yang/Desktop/chkrootl

yang@
File Edit View Search Terminal Help

Searching for Mumblehard Linux ... nothing found
searching for Backdoor.Linux.Mokes.a ... nothing found

Searching for Malicious TinyDNS ... nothing found

Searching for Linux.Xor.DDoS nothing found

Searching for Linux.Proxy.1.@ ... nothing found

Searching for suspect PHP files... nothing found

searching for anomalies in shell history files... nothing found
Checking ‘asp'... not infected

Checking "bindshell®... not infected

Checking "lkm'... You have 64 process hidden for readdir command
You have 64 process hidden for ps command

chkproc: Warning: Possible LKM Trojan installed

1 /lib/modules/2.6.32-696.e16.x86 64/kernel/drivers/PulseAudio
‘chkdirs: nothing detected

Checking "rexedcs'... not found

Checking ‘sniffer’... etho: not promisc and no PF_PACKET sockets
Checking "w55808'... not infected

Checking “wted'... chkwtmp: nothing deleted

Checking “scalper’... not infected

Checking “slapper'... not infected

Checking "z2'... chklastlog: nothing deleted

Checking "chkutmp'... chkutmp: nothing deleted E

Checking "0SX_RSPLUG'... not tested
[root@master chkrootkit-8.52]# [

& 7 ChkRootkit FJ#Z= Rootkit #illZ5 R
M 7RI H, ChkRootkit FURGHI A7 7E LKM 2
RIARE, BAORDRSETHTDE, iRk e
FCHERE, (AT TR BRI FRAR OC(E B, L
MR =
A PAINEE RN 8 FR.

localhost:/home/yang/Desktop/modulel-keyinformation/depth o x

yang
File Edit View Search Terminal Help

-rwxrw-rw- 1 yang yang 4633 Mar 22 2018 unhide-port.c
-rwxr-rw- 1 yang yang 9800 Apr 9 2018 unhide-port.o

-rWxr-rW- 1 yang yang 559 Mar 22 2018 unhide-tcp.h

-rwxrw-ru- 1 yang yang 1634 Mar 22 2018 watchconet.c

-ruxrw-rw- 1 yang yang 110 Mar 22 2018 watchceonet.h

-TWXr-rw- 1 yang yang 8136 Apr 3 2018 watchconet.o

[root@master depth]# ./dphfsc

Usage:

Depth forensic:

./dphfsc ©1] : Get static access to basic informations.

./dphfsc 82] : Get hidden process detection information.

./dphfsc 83] : Get the deleted process file recovery informations.
/dphfsc 04] : Get process memory access informations.

/fdphfsc 85] : Get the hidden connection detection informations.
/dphfsc 86 ethe 28] : Get local traffic crawl informations.
sdphfsc 07] : Get local connection monitoring informations.
/fdphfsc 8] : Get the kernel forensics informations.

/fdphfsc 89] : Get raw memory forensics informatiens.

./dphfsc 10 num(1~4)] : Get The lina process memory forensics informations.
[root@master depth]# ./dphfsc @5

32 05 data 32 ©5 1584518433.dat

Found |Hidden port that not appears in ss: 5ﬁﬁ4cert Depth Forensic>
[root@naster depth]# [

a) FEgES QR

root@kali: ~/Desktop/module3-kernelinformationCheck/result/check
File Edit View Search Terminal Help

cd check/
heck# 1s

top/module3-kernelInformationCheck/result/check# cat hidden_modu

Name

result/chec

b)) R ANZEHRIE R




(¥}
20204 LI RO

r

eo o0

root@kali: ~/Desktop
File Edit View Search Terminal Help

nellnformationCheck/result/fileinfor

/dev/shm
/dev/shm/pulse-shm-821131760
/dev/shm/pulse-shm-3836517276
/dev/shm/pulse-shm-3033005765
/dev/shm/pulse-shm-1081208
/dev/shm/pulse-shm-21
/dev/shm/pulse-shm-2995004453
/

/reptile
eptile/reptile cmd
eptile/reptile cmd

/reptile/reptile cmd

/reptile/reptile cmd

/reptile/repti

/reptile/repti

03bdd2100
03bdd2100
03bdd2166
03bdd2166
03bdd2100
03bdd2106
03bdd2100

rleptlIE/reptlle start
/reptile/reptile start
/reptile/reptile rc

/reptile/reptile start

03d35a8d0 3
/reptile/reptile_cmd

03bdd2160
/reptile/reptile reverse
782354 /reptile/reptile.ko
03becB8dO 651526 /srv

c) FRRRSC e IZE

r kali: ~/Desktop/module3-kernelinfori heck/result/network

File Edit View Search Terminal Help
~/Desktop/module3-kernelInformationCheck/result/network# cat hidden_|

etworks. txt

UNIX 14666

e e

master/1918 private/local
666 9.0.0.0

TCP 0.
listener/1

0 LISTEN
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