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Abstract: Recent years have seen more network attacks on business
organizations and government agencies. Advanced persistent threat
(APT) attacks are one key example. Malicious PDF files are an
important carrier for APT attacks, which complete the attack
process by executing malicious code embedded in the file. The
security vulnerabilities in PDF files and the key codes in PDF
vulnerabilities (such as the ROP chain) are detected to block the
propagation path of the PDF malicious code at the root to better deal
with the diverse malicious PDF codes. This paper introduces the
principle and analysis method for identifying PDF file format

vulnerabilities. The vulnerability detection rules are defined with a
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PDF  vulnerability detection method combined with a PDF
vulnerability analysis based on rule matching. Next this paper
describes the principles of the ROP method and analyzes the ROP
chain detection method. Finally, this paper compares this
vulnerability detection system with Symantec and BitDefender. The
results show that this system more effectively detects vulnerabilities

than similar products.
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