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Distributed Attack and Test Technology for Evaluating NIDS

MA Heng-tai"*? , JIANG Jian-chun''? , HUANG Jing''? , WEN Wei-ping'*’
(1. Software Institute, Chinese Academy of Sciences, Beijing 100080, China;

2. Engineering Research Center for Information Security Technology, Chinese Academy of Sciences, Beijing 100080, China)

Abstract; Aiming at lately popular NIDS, this paper tries to test the survivability and robustness of
the SNORT with DDOS attack technology. According to the result and analysis of the experiment, NIDS

is vulnerable,

Key words: NIDS; survivability and robustness; DDOS; MPI(Message-Passing Interface)
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