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An APP Sensitive Behaviors Detection Method Based on Android
Kernel and Its Implementation

WEN Weiping, TANG Yang, SHEN Li

(School of Software & Microelectronics, Peking University, Beijing 102600, China)
Abstract: In the era of intelligent mobile terminal, because of the characteristics of openness and

free of charge, Android has become one of the major operation systems on the market. However, a large
number of Android viruses, Trojans and malicious software have been serious threats to the privacy and
property securities of smart phone users. In the Android operation system, although it is necessary to
apply the authorities to the system for sensitive operations, and there are some system modules related
to authority control, malicious software can use the system vulnerabilities or third party program
vulnerabilities to carry out the attack. To meet the need of Android applications sensitive behaviors
detection, this paper analyzes the popular applications behaviors detection tools in the Android system,
designs and implements an Android applications dynamic detection system. The system can monitor the
Android applications sensitive behaviors in real time, and provides help for the detection of malicious
programs.
Key words: Android application; sensitive behavior; dynamic monitor

18 ——

2016-04-18
[61170282]
1976—
Android 1991— Android
weipingwen@ss.pku.edu.cn

1992—



201600 O 801

0
Android Linux
Linux Android
Android 2005 Google Android
Google
Android
Android
Android
Android
ol
1 Xposed
Android
Android Android
Dalvik Xposed
Dalvik hook
APK
Zygote  Android
Xposed /system/bin/app_process
Zygote Android
Zygote XposedBridge.jar
hook Dalvik
hook

Xposed findAndHookMethod
hook findAndHookMethod hook
hook
beforeHookedMethod afterHookedMethod
hook XposedBridge.jar
hook beforeHookedMethod
- originMethod - afterHookedMethod
Xposed
Linux Dalvik
2
2.1
Android 4
Xposed
1 ARM
Linux
2]
2 hook Netfilter
Bl
IP u
3
Netlink Socket
API Socket
APl Socket
4 Xposed
Xposed

19




I 20160 0 800
.
Xposed Xposed
hook
5]
2.2
Android 1
Xposed
FEEY
| , )
) o 2k o 1 b A 1 5T Xposedff
R A SO PRI I 0 1 M 0 osedif]
ot ok RS
' PRI Eo
W% 5
TR S B
l
v
HRURAT A0
1 Android
2.3
2.3.1
Netlink Socket
Netlink
Socket Socket

Netlink Socket

20

Netlink Socket

:ﬁwm

HERRA

#iEB

BHEC Rz 2

| [ w3 | w3
ke 3|

HiZE
v
FEGA THEGE [
2
2
Netlink Socket
2.3.2
LKM Android
Android
1]
sys_open sys_read
Android ARM Linux
Y|
3
2.3.3
hook Netfilter
Netfilter ~ Linux

18]



201600 O 801

B

SRIR GE i Rl

v

B2l H

v

WM SCAHRAEAT R

FRELVELN I A5 B
¢ =
W A% 2 5 8 2
13 135 e
3
Netfilter 3 5 hook
5  hook 4
F b sk
r'y ¢
LOCAL_OUT
LOCAL_IN i
i th
— N};—;{‘J}fﬁg— sl 4 \fLES 1] |—» FORWARD |—Y—» I\ii—(;i—ﬁ%? -
4 Netffilter hook
Netfilter hook NF_IP_PRE _
ROUTING NF_IP_POST_ROUTING hook
IP
B Android Netfilter
Netfilter
234 Xposed
APP hook

findAndHookMethod

5

public static XC_MethodHook.Unhook findAndHookMethod(«
String className,+
ClassLoader classLoader,+
String methodName,+
Object... «
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172.16.202.201. -> 10.0.2.15. TCP port :17672 to
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