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An obfuscate implementation for Android resources index table

LIU Yang, WEN Weiping
School of Software and Microelectronics, Peking University, Beijing 102600, China

Abstract: Android application has risks of reverse, rewrite and repackage. Obfuscate Android resources index table
will increase the difficulty of reverse analysis attack. Resources index table records the strings information in
Android App. Through analyzing the structure of resources index table, a new obfuscate method was proposed to
achieve obfuscate resources index table and increase the difficulty of reverse Android application.

Key words: Android, resources index table, obfuscate

1 , Android .
, pPC . o
, PC , Android ,
» Android , Android .
. 2014 11, Android Bl
Google Play 140 m, Android dex
Android , , .
2 Android R
Android . ,
:2016-07-31; :2016-09-25
(No.61170282) ; (No.C14604)

Foundation Items: The National Natural Science Foundation of China (No.61170282), The Laboratory of the Ministry of Public Security
InfordatiphMdwNo Chiista YA cademic Journal Electronic Publishing House. All rights reserved.  http://www.cnki.net

2016252-1



Android . 26 -

, D, 396183a8f#rd.
Android Shwen. A resource obfuscate tool for wechat Android App[EB/OL].
(2015-10-12)[2016-06-30}  http:/mp.weixin.qqcom/s?__biz=MzAw
NDY10DY20Q ==&mid =208135658&idx =1&sn =ac9bd6h
4927e9e 82f9fal4e396183a8f#rd.
key arsc [5] Beyond702. resourcesarsc[EB/OL]. (2016-06-30)
o s [2016-07-01]. http://blog.csdn.net/beyond702/article/details/5174
key Android , 4082.
Beyond702. Teach you analyze resources.arsc hand by hand[EB/OL].
(2016-06-30)[2016-07 -01]. htip/blogcsdnnetbeyond70 Zarticle/
details/51744082.
’ ¢ [6] . Android [EB/OL].
arse Android res (2013-04-15) [2016-07-01] http//blogcsdnnetluoshengyang/article/
, res details/8744683.

arsc key o
AndResGuard

key o
AndResGuard

Bitmap XML LUO S Y. Compiling and packaging process for Android resource
Android program analysis[EB/OL]. (2013-04-15) [2016-07 -01]. http:/
blog.csdn.net/luoshengyang/article/details/8744683.

[1]  AppBrain Stats. Number of available Android applications[EB/OL].
(2015-02-16)[2016-06—13]. http://www.appbrain.corn/stats/.

[2] . Android [J]. , 2016, 27(1):
45-71.
QING S H. Research process on Android security [J]. Journal of
Software, 2016, 27(1): 45-71.

[3] R R . Android

[J]. , 2016(5): 71-77.

WEN W P, ZHANG H, CAO X L. Design and implementation

(1992-),

s

(1976-), ,

of the scheme of obfuscation based on the  recombination of
the Android executable file [J]. Netinfo Security, 2016 (5):
71-717.

[4] Shwen. Android [EB/OL]. (2015-10-12)
[2016-06-30]. http://mp.weixin.qq.com/s?__biz=MzAwNDY 10DY
200Q=&mid =208135658&idx =1&sn =ac9hd6h4927e9e 82{9fal4de

(C)1994-2021 China Academic Journal Electronic Publishing House. All rights reserved. http://www.cnki.net

2016252-5



