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Microelectronics, Peking University, Beijing 102600, China)

Abstract: Along with the rapid development of Android mobile operation system, its security issue
has taken attentions. In the Android, it is necessary to apply the authorities to the system for sensitive
operations. Although some system modules related to authority control have been designed in the
Android, the attackers still can use the system vulnerabilities or third party program vulnerabilities to
carry out the privilege escalation attack, and then illegally use some functions beyond their application
permissions. This kind of attack is not only a great threat to the security of the system, but also has the
feature of concealment. Based on the analysis and innovation on the past research, this paper proposes
a new light weight method for detecting the privilege escalation attack, which uses the control flow
detection and Android sensitive authority dictionary matching. In addition, detection software with high
degree of automation and high detection efficiency is designed and implemented on the basis of privilege
escalation attack detecting method.
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typedef struct MainfestHead

{
CString head_xmlns; //

CString head_package; // Java
CString head_sharedUserld; //
APK User Id

APK
preference shareUserld
CString head_sharedUserLabel; //
shareUserld
CString head_versionCode;//

1

CString head_versionName ;//
11 21
CString head_installLocation;//

shanre
APK

int

prefereExternal

SD ROM
internalonly

MainfestHead;

typedef struct UsesPermission

{
CString androidName[MAX_USES_PERMISSION];
int Length;
JUsesPermission;
MainfestHead Manifest.xml
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