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Design and Implementation of Electric Power Information
Security Attack and Defense Platform

YAO Li-zhong, WEN Wei-ping
(School of Software & Microelectronics, Peking University, Beijing 102600, China)

Abstract: With the fast development of informationization of electric power enterprises, especially after the
implementation of SG-ERP, information system increasingly plays a basic and global role. In this paper, some techniques
adopted in information security attack and defense platform are elaborated, including hook-based host computer monitoring
technique, concealing technique, virtual machine management technique. Through analyzing the present information security
situation, the overall framework of the platform is put forward and the functions of each part are described, the constitution,
design and implementing procedure of management module, attack and defense examination module, training and drilling
module and data daily record module are demonstrated with focus. By testing the system operation, the rationality and feasibility
of each function are verified.
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