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The Design and Implementation of Suspicious Sample Collection
System based on Windows Kernel Driver
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(1.Department of Information Security, SSM, Peking University, Beijing 102600, China;2.National Computer
Network Emergency Response Technical Team / Coordination Center, Beijing 100029, China)

Abstract: The study of suspicious sample collection system with the rule-based scanning and procedures
behavior analysis based on Windows kernel driver will greatly enhance the comprehensiveness and accuracy of
sample collection, and it has important significance to accelerate the discovery of the virus and the virus database
updates. Firstly, this paper analyzes the architecture of Windows operating system and then gives the overall system
architecture of the suspicious sample collection system based on Windows kernel drivers. Finally, according to the
system architecture, the paper detailed designs and implements of each module, and gives examples and the results
of a test. The experiment shows that the system is capable of accurately and efficiently collect samples of suspicious
information.
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PMDL g_pmdISystemCall;

PVOID *g_ppMappedSystemCallTable;

g_pmdlSystemCall = MmCreateMdI(NULL |
KeServiceDescriptorTable.ServiceTableBase, KeServiceDescriptorTable,
NumberOfServices * sizeof(DWORD));

if(!g_pmdISystemCall)

return;

MmBuildMdIForNonPagedPool(g_pmdISystemCall);

"

g_pmdISystemCall->MdIFlags = g_pmdISystemCall->MdIFlags |
MDL_MAPPED_TO_SYSTEM_VA;

g_ppMappedSystemCallTable = MmMapLockedPages(g_|
pmdISystemCall, KernelMode);

" Hook SSDT

"

if(g_pmdISystemCall)

{

MmUnmapLockedPages(g_ppMappedSystemCallTable, g_|
pmdISystemCall);

loFreeMdl(g_pmdISystemCall);
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