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Windows is the worlds most widely used desktop

Abstract;
operating system, so security vulnerabilities in windows have an
enormous im pact on system security and exploiting vulnerabilities in
the Windows operating system has great significance. At present,
the discovery of software security vulnerabilities depends mainly on
the experience and luck of security researchers since they lack
systematic and effective methods to find vulnerabilities. To more
quickly find a class of vulnerabilities, this paper focuses on patch
vulnerability with four types of security threat modes introduced
patches. Then this paper describes a software security vulnerability
exploitation method based on patch com parison. This method can be
used to solve the semi automatically find Windows vulnerabilities
with patches. This method found unknown Windows operating

system vulnerabilities to verify its effectiveness.
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' 1) CG(call graph) , CG
2) ’ G=(F, E, entry).
’ , F s B s
Fi F; CFiy Fj s
f entry entry &F;
3) ’ 2) CFG (control flow graph) ,
CFG G= (N, E, entry,
’ exit) . s N 3 E
Ni Nj
1.2 {Nis Nj>; entry entry &
, N; exit exit &N ;
(patch location, 3) . a
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4) B F», P Ethread . 1 _Kthread
Fy. : ( : [ X] e
Fay Fr, Fp . Fauy ):
Fy F » CG 1 MSI10 015 Ethread
CFG ;
5) CG . P=(Fo, Fi, Fa, -+ Fu-1,
Fo)s Fo= Faus FoeF. 0<j< kd> dt nt! _kthread kd> dt nt! _kthread
. FotF. e e
6) CFC s 5 +0x051 Spare0: [ 3 +0x051 VdmSafe: [ 1]
4 0x052 Spare0: [ 2]
, Fj Fien, Fj
Fjt+1 Pcrpr > =(No, Ni, N2,
4 Nu-1s Nu)s No= Newrys Na Fi VdmS afe. B P
B Ki386BiosCallReturnA ddress
P Paprp : V dmSafe 1.
Fr  Fm Nn., P= MS10 015 , ,
(Foy Fio Fay c5 Fucts Fn)y Fo=Fenuy, 0<j<i<n, 3
Fi=Fm, Fi=Fs, P=(Fo, Fi,
Fo < Fj-1sF)  Fm : 2.2
: P=(Fo, Fi, F2, -+ Fi-1, MS10 015 ,
Fis s Fu-ts Fr)y Oj<n, j7i. P F»  Ki386BiosCallReturnAddress
o , VdmSafe 1,
Fy Nis Fp
N, iij, P<Fk.,Fk+l>:(N09 Ni, N2, ring0 _Ethread
sy Niy ooy N_j, vy Na-1, Nn)9 NOZNmny, Ni , ,
N s PcroF ring3 ,
2 FEBIKAIE
i ’ : Ki386SetupAndExitToV86Code
. Windows ’ ° ’
XP Professional SP3, 2011 2 ’ !
8
21 VdmSafe :
, VdmSafe
MS10 015" |
8. ’ ’
Ki386BiosCallReturnA ddress ,XXX. s XXX | VpIntlE)Ca]lBios
XXX! xxxPortQueryServices s
cmp  byte ptr[edi-51h]. 1 xxxPortQueryServices ,
edi __Ethread , 2
( ~Kithread ). edi=51h
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; _ stdcall Ki386SetupAndExitToV 86Code( x)
_ Ki386SetupA ndExit ToV 86Code @4 proc near
push ebp

push ebx

push esi

push edi

mov dword ptr[eax+ 78h . 23h
mov dword ptr[eax+ 74h . 11FFEh
mov [eaxt 70h, edi
mov dword ptr[eax+4Ch|], OFFFFFFFFh
mov dword ptr[eax+ 48h , OFFFFFFFFh
mov edi [ ebxT 124K //
_ Ethread
mov byte ptr[ edi+51h., 1 // VdmSafe

add eax, 8Ch
chi

_Ki386SetupA ndExit ToV 86Code @4 endp

1 MS1015

kd> kb

ChildEBP RetAddr Args to Child

{80ee38¢ 80596adc 00013000 £80eebdc £80ee7 14
nt! Ki386SeupAndExitToV 86Code

{80ee3e4 £8150£48 00000010 £80ee410 e14e7008
nt! Ke386CallBios+ 0x17e

{80ee6f8 £89ef454 81bbeaal {80ee714 81bbe848
XXX! Vplnt10CallBios+ 0x 102

{80ee760 £89ed 165 81bbeaa8 {80ee82c
f815b320yyy! InitializeM odeT able+t 0xd8

{80ee76¢ £815b320 81bbeaa8 820ecafl 8§1fa0210
yyy! Vgalnitialize+ 0x23

{80ee82¢ 804ef003 81bhe790 820ecael 820ecael
XX X! pVideoPortDispatcht Oxccd

£80ee83c 80578612 81bhe778 81be535¢ £80ee9ed
nt! TopfCallDriver+0x31

2.3
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7 MS11010”
. MS10011'M?
., MS10011 4
B P .

Ring3 g%l : ExploitDIl 152 i h &
xxxPortQuerySe Context, fili%
rvices KitrapoD &%k
DLL JEAF| vdm.exe
XXX o, R ETHERR

SeTcbPrivilege

. #1847 debug.exe
Ke386CallBios J32) vdm.exe QIR

Ki386SetupAnd | VdmSafe BN 1 | dhfashis, Hm iz
ExitToV86Code KRBT AR
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