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Abstract: With advances in technology, Windows operating system has improved steadily. The
combination of many memory protection mechanisms makes the traditional buffer-overflow-based
attacks to be more useless. In this case, the kernel vulnerabilities can be used to break through the security
line of defense as a starting point. If these vulnerabilities are used by viruses and Trojans, the defense of
security software will be collapsed. That means a heavy blow to the system security. Since the Microsoft
Windows NT's development, the operating system has been designed to support a number of different
subsystems, such as POSIX or OS/2. This paper opens a series of CSRSS-oriented study, aiming at
describing the uncovered CSRSS mechanism internals. Although some great research has already been
carried out by some articles, no thorough case study is available until now. This paper covers both the very
basic ideas and their implementations, as well as the recent CSRSS changes applied in modern operating
systems. In addition, standing on the point of safety, in this paper, the Windows kernel vulnerabilities
are classified, a set of vulnerability research process is presented. According to the process, this article
studies local privilege escalation vulnerability and denial of service vulnerability about CSRSS. Through
the analysis of the CVE-2011-1281 vulnerability, use-after-free exploit not only appears in the browser
vulnerabilities, but also in the software of the system.
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kernel32.dll, user32.dll, gdi32.dll, advapi32.
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PE
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WORD IMAGE _PE_HEADERS.IMAGE_OPTIONAL_HEADER.Subsystem

#define IMAGE_SUBSYSTEM_UNKNOWN 0

#define IMAGE_SUBSYSTEM _NATIVE 1

#define IMAGE_SUBSYSTEM_WINDOWS_GUI 2

#define IMAGE_SUBSYSTEM_WINDOWS_CUI 3

#define IMAGE_SUBSYSTEM_0S2_CUI 5

#define IMAGE_SUBSYSTEM POSIX CU1 7

#define IMAGE_SUBSYSTEM_NATIVE_WINDOWS 8
#define IMAGE_SUBSYSTEM_ WINDOWS CE GUI 9
#define IMAGE_SUBSYSTEM_EFI APPLICATION 10
Hdefine IMAGE SUBSYSTEM _EFI BOOT SERVICE DRIVER 11
#define IMAGE_SUBSYSTEM_EFI_RUNTIME_DRIVER 12
f#define IMAGE_SUBSYSTEM_EFI ROM 13

f#define IMAGE_SUBSYSTEM_XBOX 14
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winsrv.dll  CSRSS

1 BASESRV.DLL , DOS

2 WINSRV.DLL
3 CSRSRV.DLL

CSRSRV
CsrRootProcess CSR_PROCESS =
CSR_PROCESS
CSR_PROCESS struct _LIST_
ENTRY ListLink
CsrRootProcess ta
CSRSS CSR_PROCESS
LIST PROCESS
CSRSS CSR_PROCESS LIST
[13]
CSRSrv STMBOL
CsrThreadHashTable 29
CSR_THREAD (4]
typedef struct CSR_THREAD
{
union LARGE INTEGER CreateTime;
struct LIST ENTRY Link;
struct _LIST_ENTRY HashLinks:
struct CLIENT_ID Clientld;
struct  CSR_PROCESS* Process;
struct CSR_WAIT_BLOCK* WaitBlock:
void* ThreadHandle;
unsigned long Flags;
unsigned long ReferenceCount;
unsigned long ImpersonateCount;
} CSR_THREAD, *PCSR_THREAD;
CSR_THREAD

struct _CSR_PROCESS* Process
CSR_PROCESS

CSR_THREAD struct _LIST_ENTRY
Link CSR_PROCESS.
ThreadList
2
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Microsoft Windows  Win32 CSRSS
Microsoft Windows CSRSS AllocConsole()
CSRSS AllocConsole()
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3.1

CVE-2011-1281 VMware 8.0.2

Windows 7
CSRSS CONHOST.EXE
CVE-2011-1281 Windows

Vista Winsrv.
DLL

WinsrvDIl!'AllocConsole()™
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Windows

CloseHandle( )
(

0 [20]

3
EPROCESS _HANDLE_TABLE_ENTRY
i /
HANDLE E"ﬁmm» "R R IE
TABLE LEPROCES e o T
i#8 D | #&D =
— R RE
—_— — [Sfiace -l
_HANDLE TABLE##1Y
3
_HANDLE_TABLE )
Windbg _HANDLE_TABLE

d>dt _HANDLE TABLE
t! HANDLE _TABLI

+0x000 TableCode Uint4B 4 a8

+0x004 QuotaProcess Ptr32 EPROCESS /4§
+0x008 UniqueProcessld : Ptr32 Void HEFE 1D

0x03¢ HandleCount : Int4B GOHA T4, 2 A BRI

d>dt _EPROCESS i#f2_EPROCESS ({5 &

t!_EPROCESS

0x084 UniqueProcessld  : Ptr32 Void i FE 1D

0x0c4 ObiectTable : Ptr32 HANDLE TABLE //Afi[i] HANDLE TABLE 4544

SDK typedef void

*HANDLE )

, Windows

_HANDLE_TABLE_ENTRY 2
_HANDLE_TABLE_ENTRY 8
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kd>dt HANDLE TABLE_ENTRY

nt! HANDLE TABLE_ENTRY

+0x000 Object :Ptr32 Void /% RARE

+0x000 ObAttributes : Uint4B

+0x000 InfoTable :Pr32 HANDLE TABLE ENTRY_INFO
+0x000 Value : Uint4B

+0x004 GrantedAccess : Uint4B

+0x004 GrantedAccessIndex : Uint2B
+0x006 CreatorBackTracelndex : Uint2B
+0x004 NextFreeTableEntry : Int4B

_HANDLE_TABLE_ENTRY

typedef struct_HANDLE_TABLE_ENTRY {
union {
PVOID Object; I
ULONG ObAttributes; I
PHANDLE_TABLE_ENTRY_INFO InfoTable;
ULONG_PTR Valueg; I
h
union {
union {
ACCESS_MASK GrantedAccess; //
struct {
USHORT GrantedAccessIndex
h
b
LONG NextFreeTableEntry;//
h
}HANDLE_TABLE_ENTRY, *PHANDLE_TABLE_ENTRY;

1 Object
GrantedAccess
2 0,
NextFreeTableEntry,

[22]

Object
8
3 0 Microsoft
3 Object 3

#define OBJ_HANDLE _ATTRIBUTES (OBJ_
PROTECT_CLOSE | OBJ_INHERIT | OBJ_AUDIT_OBJECT
CLOSE)

0 OBJ_PROTECT CLOSE:
1 0
1 OBJ_INHERIT:

24

2 OBJ_AUDIT_OBJECT_CLOSE:

2
_HANDLE_TABLE FirstFree
index index _HANDLE_VALUE _
INC HANDLE VALVE_7NC
4 FirstFree index

HANDLE_TABLE_ENTRY NextFreeTableEntry

index
NextFreeTableEntry
index FirstFree
NextFreeTableEntry FirstFree

HANDLE_TABLE NextHandleNeedingPool

index

Windows
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ERROR_
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Kernel32.dll  AllocConsole()

text:7C87235E mov  eax, large fs:18h
text:7C872364 mov  [ebp+var_43C], eax
text:7C87236A mov  eax, [eax+30h]
text:7C87236D mov  eax, [eax+10h]
text:7C872370 cmp  [eax+10h], ebx
text:7C872373 jz  short loc_7C872387
text:7C872375 push 5 ; dwErrCode
text:7C872377 call _SetLastError@4 ; SetLastError(x)
text:7C87237C mov  [ebp+var_42C], ebx
C
if(CurrentProcessPEB()->ProcessParameters->ConsoleHandle !=
NULL)
{
SetLastError(ERROR_ACCESS_DENIED);
return (FALSE);
}
Kernel32
AllocConsolelnternal()
Windows
ntdll!CsrClientCallServer()  SrvAllocConsole() 4
CSRSS
LPC csrsrv!CsrApiRequestThread()

winsrv!SrvAllocConsole()

.text:764FD1A7 ; int __stdcall SrvAllocConsole(LPHANDLE
IpTargetHandle, int)

.text:764FD1A7 __stdcall SrvAllocConsole(x, x) proc near ; DATA
XREF: .text:764E8A800

text:764FD1A7

.text:764FD1A7 var_C = byte ptr -0Ch

text:764FD1A7 var_4 = dword ptr -4

.text:764FD1A7 IpTargetHandle = dword ptr 8

text:764FD1A7

text:764FD1A7 mov  edi, edi

text:764FD1A9 push  ebp

text:764FD1AA mov  ebp, esp

text:764FD1AC sub  esp, 0Ch

text:764FD1AF push  ebx

.text:764FD1B0 mov  ebx, [ebp+IpTargetHandle]

text:764FD1B3 push esi

text:764FD1B4 push edi

.text:764FD1B5 lea esi, [ebx+28h]

.text:764FD1B8 mov  eax, large fs:18h

.text:764FD1BE mov  eax, [eax+3Ch]

.text:764FD1C1 mov  eax, [eax+20h]

text:764FD1C4 mov  eax, [eax+74h]

text:764FD1C7 mov  edi, ds:CsrValidateMessageBuffer(x,
X,X,X)

20140 0 070
.text:764FD1CD push 1
text:764FDI1CF push dword ptr [esi+4]

[25]

kernel32

1AllocConsole()

VOID ClearHandle()

{

/1 f5:[0x18] points to the virtual address

/I of the Thread Environment Block (TEB) structure.
__asm("mov eax, fs:[0x18]");

/I kd>dt _TEB

/I nt!_TEB

/I +0x000 NtTib . _NT_TIB

/I +0x01c EnvironmentPointer : Ptr32 Void
/I +0x020 Clientld :_CLIENT_ID

/I +0x028 ActiveRpcHandle : Ptr32 Void

/I +0x02c ThreadLocalStoragePointer : Ptr32 Void
/I +0x030 ProcessEnvironmentBlock : Ptr32 _PEB
__asm("mov eax, [eax+0x30]");

/I kd>dt _PEB

/I nt!_PEB

/I +0x000 InheritedAddressSpace : UChar

/I +0x001 ReadlmageFileExecOptions : UChar

/I +0x002 BeingDebugged : UChar

/I +0x003 SpareBool : UChar

/I +0x004 Mutant : Ptr32 Void
/I +0x008 ImageBaseAddress : Ptr32 Void
/I +0x00c Ldr : Ptr32 _PEB_LDR_DATA

/I +0x010 ProcessParameters : Ptr32 _RTL_USER_PROCESS_

PARAMETERS

__asm("mov eax, [eax+0x10]");

/I kd>dt _RTL_USER_PROCESS_PARAMETERS
/I nt!_RTL_USER_PROCESS_PARAMETERS

/I +0x000 MaximumLength : Uint4B

/I +0x004 Length - Uint4B

/I +0x008 Flags : Uint4B

/I +0x00c DebugFlags  : Uint4B

/I +0x010 ConsoleHandle : Ptr32 Void
__asm("mov dword ptr [eax+0x10], 0");

}

AllocConsole(); // (1)
ClearConsole();
AllocConsole(); // (2)

CSRSS
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[26]

while(1)

{
AllocConsole();
ClearHandle();

4
DoS
CSRSS
Windows
Windows
ProcessData->Console = Console
SrvAllocConsole()
CSRSS 7]
CSRSS
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CSRSS

1 Control
GenerateConsole- CtrlEvent API
Ctrl+C  Ctrl+Break
2

API

[28]

CSRSS CSRSS

[29]

LE hProcess, LPTHREAD_START_ROUTINE IpStartAddress, LPVOID
IpParameter)
.text:75B48504 _InternalCreateCallbackThread@12 proc near ;
CODE XREF: WowEXxitTask(x)+40 p
.text:75B48504
CreateCtrIThread(x,x,x,x,X)+10E p ...

.text:75B48504 ; int __stdcall InternalCreateCallbackThread(HAND

.text:75B48504
.text:75B485A5 lea eax, [ebp+Threadld]
.text:75B485A8 push eax ; IpThreadld
.text:75B485A9 push ebx ; dwCreationFlags
text:75B485AA push [ebp+IpParameter] ; IpParameter
.text:75B485AD lea eax, [ebp+ThreadAttributes]
.text:75B485B0 push  [ebp+IpStartAddress] ;
IpStartAddress
.text:75B485B3 push ebx ; dwStackSize
.text:75B485B4 push eax ; IpThreadAttributes
.text:75B485B5 push [ebp+hProcess] ; hProcess

.text:75B485B8 call ds:__imp__CreateRemoteThread@28 ; Cr
eateRemoteThread(x,X,X,X,X,X,X)

IpStartAddress
InternalCreateCallbackThread()

[30]

1 winsrv!ProcessCtrlEvents — winsrv!CreateCtrIThread — winsrv!in
ternalCreateCallba-ckThread

2 winsrv!InitWindowClass — winsrv!ConsoleWindowProc — winsrv!
PropertiesDIgSho-w — winsrv!InternalCreateCallbackThread

GenerateConsoleCtrlEvent()

CSRSS CreateRemoteThread()

[31]
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3.3
CSRSS
(33)
3.2 Windows
LIFO
freelist
OpenProcess:OpenThread API
Ntclose ring-3
(34]
3
CSRSS
1 NtDuplicateObject
basesrv!BaseSrvCreateProcess
2 NtOpenThread
basesrv!BaseSrvCreateThread
3 NtAcceptConnectPort

csrsrv!CsrApiHandleConnection- Request
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2
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CSRSS
freelist
[35,36]
freelist
100

[37]

Freelist -1 -2 -3 54 .5 ... - 1000 - X

-1-5457510 5 ...... - 298
-2-5558-511 5 ..., - 299
35659512 5 ..., - 300
Freelist - 301 - 302 - 303 -

Freelist -1 -3 52 4.6 -5 ...... - 1000 - K
1,47...
freelist CSRSS
[38]
300
—>1—>3—>2—>4—>6—7 ...... —7300
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Freelist - 301 —» 302 - 303 - ...... - 1000 - X
200

Freelist
Freelist -1 -4 -7 > ...... 529852535556
...... - 1000 - K

Freelist, 100

[39]

Windows XP WIN+U

winlogon.exe utilman.exe

utilman.exe

utilman.exe

UTULMAN

UTULMAN

OpenProcess()  WriteProcessMemory API

[40]

WIN32K.SYS  Windows

WIN32K.SYS GUI

28

WIN32K.SYS
unicode
[41
ASRL
StartAddress
40 32K 100%
Windows XP
Windows

DEP

1 WIN32K

2 N

3 N

4 3N

5 2N

6 N

7 win + u , utilman.exe

8 SendMessage(HWND_BROADCAST,WM _
SYSCOMMAND,0xFFF7,0) N
CreateRemoteThread
34
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