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2 Linux F Web R HEIGRIZ 2B
2.1 LInuxZZ#HNZ L0

LA HE, Linux NEE—EREE LX)
POSIX#rifE EEZE T capabilities Z 2 HLHIHR AL T %
B, AL Unix B EHREEHIPLE ( Blroot/H
P, BFID, #fiZ4) , ke S HS %
HWERZEMENFEE, NLinux RFENE RS
KT, BN, MNEZBWAEES, RERZXT
IMEHI RS, BRERICALL RIS &

(1) AXEATH0 AR R B 0 28 S Jite s #5

RS Linux ARZE ISR RS, FE
AW, Bt NZI—E5Y . WREHH
F7 (root) WHERBEEME, #MAEMESSLEER
M4 S AT AR NRZ R, M EE [ A
H, ERZLFRLZ2RE,

(2) RGEHERZHEY

HAREIRErootiR)G, AILIFR—E AT
BETAE, WRERA SR/ EE, BHNRE, B
K15 5

(3) HERZHEY

A% LT HEE N R INEERS M, Bl
HTTPD FH i & i #2 5 P X T Web iR 55 28 Y Web
TR, T WeblREBAG KU, NEFHIEE
ARk IR, BohnitHER RGBS EL i
FHBEAHE, Rifi, BAREREroothREL
&, RGHIFCIEXS X 8 B R SLRE R

(4) XHRFGARZE G R

WMREEANE, RAPREEER RS
BREN, HERGEERFET NN,

2.2 WebBRS3 ==L = RN

WebfR %528 E E LT JLAN 22 5 -

(1) ApachefliZA (5 EittE

B Apache fE &3 N = TR i AR 518 EATE
RERSE, el ewBREMNE, BEMaes Ah
B S R mE E S R,

(2) ApachelAnobodyFH K S BT
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7, WERFTPHRSS 28] Apachefi 55 2848 2 nobody
A P S EF RN 217, ABAF HApache &R
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(3) Apache H =l

HibApache[RFSEBHTREAY, RFHM
EGREANGE, EEmEEMNENMNEES, M
ol e 2 Web s H %, F#A12 A 8BRS B &I
%, Bl ReED 2] NG 2,

(4) Apachefa#aflRss Kt

FFAHTTP I #HTTDOSHKE . UDP flood,
ICMP flood. SYN flood%, KEMNIEMERZEK
1] o 2% AR 55 B 1 & R Moy, B AR 55 28 R IR A
R, RARIEILHN, EERGRE,

(5) ApacheimiH

Al ApachelmiA LB o, FRELARAREH
., tbflApachel .38 — M miE M Xim H iR,
A FHZIRIA AT SRS HTTPDAR 55 1517 & AR,

(6) Wi ZIRISROOTIR

T EFE AN FEEFEE R ApachelR55 28
— R roothN RI=fTHY, HE#E @i Apachefii
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BEEERRBAE KNI TIESR, HIGEEH
WE 1R, LinuxfIShelldy &7 .bash_history X
TR IE R, ZXH A TRATEERT, HE
B Xf Shellay &I H T RLd % . X ffyg 2k D xf
2BFERPEITERNIESR, AMEFXNHHT
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(3) HIIEFATREEEER ST,
M EER ISR A 24

(4) PAENEIMEEATREEEEERE
BB, TEiE N B TS B A e R AR AL LRI 5

(5) Linux H SR IHLH] K2 4t — L AsE
MWHERFE, BFEERIIHEEE . HAERHA
BHEREUMNZERFZRFEESE, X T—HK
ARIERGORY, MREEXEHEGEERIEEAR

FEEH .

4 Linux T Web [EZEHEEE
4.1 LinuxZZENBEEER

LinuxZ 2R —IEZE N A EH T H
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&, ERRALTG A ENHE—IFE, LinuxFE#E
T EN. WEFMHFARPIEESEEY, AL
TAEMNGHEPNEHITIES:

1) AR ARGER;

2) MESEZIERER, SEFEIPHINESE;
3) WEHEEEANBRIERAGNHF2EER;
4 ) mREFH G RIBI SO

5) APEABFRE®L.

Linx A2ZHEEEEEG L NS HERIER:

(1) MEEHARNAFZEHEATLIEMS HE
XN FEHIT NS B AT B P T4 4T, REL4S
HARFH AN L RIRA, FfRENEE, =2
MEF R AL 2,

(2) HRGHMNFHREFEBT SR A
A, FH P aef% @t H o (A S AR IR 317 4347,
MR A, IRERAR.

Linux A2t T — N BN HEERELE RS
EHER, GFEHESZITHEEE . AFAERE
HEBUNMAZERAGREFEES., LinuxRA5H
HEGEA—HFREIEMEIENERT, HREEN
/var/log.
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error_log#& /RIHIRHZ, Apache httpdKi/EH
AL IR IE R H IR 2 E R . $BIRH
GHRRLIEE RE, — MBS FE:

[Wed Oct 11 14:32:52 2000] [error] [client
127.0.0.1] client denied by server configuration: /
export/home/live/ap/htdocs/test

Hrp, S—UIRRHERAERRE, 2520058
AREIRAYEE N, S = IER R R IR AV IP ML,
HEREEAE., iz, ZFRVIRHRS
e, MRS5S SREN T RIS TIE R, WA
FWebl&iz, MEHHTXHERFERKL,

yila H & access_logNiEF: T X WebR55 2819
EERIIE], — BRI T2

216.35.116.91 - - [19/Aug/2000:14:47:37
-0400] "GET / HTTP/1.0" 200 654
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FELIRE I, BRRRSH[ILENERATERL; 5N
BURRESN, EHRRMTERZEMI), 8&EB

BT ARREER; HERICRME LHRRAE A
i AR IS HY I TR

5 &F Linux Y Web IRSZ28L2EH 1T
TEREREKgt

5.1 it Bix

AR EET Linux I WebfiRSS 3 L2 I TR
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SRR, X RFE BRI L% Apache
HEWSR T, NHAEFRZ 25T Bk DL
LR3I R, SRR RAERBR, A% LA,

BEhI, N, NEMHER, AP, SRDAE,
Shell, XH& %, f7f&, NFS, Wi, WL, 4T
EONLARSS, E-mail, BH:kdE, WebfRZ588, SSH,
SNMP, ##EfE, BEHEHRVIFA, PHP, Squidfti
HR&S s, BFRMCH:, MEEFHinetd, Banner, T
SWEE, KA, NESEE, %, B, 22
REZR, BEHM, XHRIR, HomeH =, WZE

ETFLinuxIWebiR55 2% HIFTH
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6 EF Linux B9 Web IREZSELL£HIT HATAEY ) System_call i TIER: X 25E

TESH
6.1 NiZRBZLEHITHISTHM

(1) witEE
fELinux Nz, HBLE g H A B 45 B 8 A H
EARMRBIRNAZEHA ( System Call ) , AR
S5RZITENREFXERGEAY, 2%HH
B ERLRAGREARE ( ) SEELHY,
MAG A AR DR N R Ik, SR 5% H
HATEAH . HRBOREIR, FEM—ERERE,
BERBIHPHE, Hi, WRENENSARAEH
MEfErNHTZE, IFERMN—EEH DR
i, SRISVEFRERE, BEXN RS HARPRES
BEHTES, FEEERIRITHIRE
) AGHARER
F PR AT Wrint 0x80A] LAXS Linux A 4%

sys_call table
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RHTRE, FIMMRREANESESGEE, RE
SHAGHAREMNASGERR, NAR%HHWLE
RREHITEL, REANITRZEA.
HREBACIE ., XHNEE —KEEE
AGEASERKR, Hit, xRZEH SR
DABRHEIF PN SCHEERY R VR, TSI E 1 2hRE
(3) Wb
N 22 2 B T T R G AL B R R V2 ik
W
a. B#sys call table;
b. BREEHINARIEHOA DS,
c. MNP AG IR, Xt & iR
T LAAbHE
d. SEAEE R 5SS E RN T BT,
IEZIRIE;
e. UIRIEIERGEN, BARGHNAREAA
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M, XEE#RET LT

f. %i% FHTHIEREIG K,

) EBE R HHE B R RIEA

ELinuXEF' XS BT E R RS E
FEsys_getdents, WIRMZAGEBHTESR, ¥
ERNERPESXHHEINER LR, IBAREE
AzZRB R E AR AR IZ M, Nk
BRI R . ARG Hsys_getdents Y FHEALE
int sys_getdents(unsigned int fd, struct dirent* dirp,
unsigned int count),

Hrer, fd2—"NNHEMRER, EREAEZRX
, sys_getdents BREUIRIEFA$5 10 19 H = XA AH
RHIdirentZ5 M #H T IEEL, FHRFE AR dirpHH,
E="2 M countFRdirpIREIEUE &, 2K EHY
REMERRdirpHFHEANFZ TR, BREHNARRA
Fisys_getdentsHfTIRAZLIE 4R,

XN ERENARSRER T
VA, 15&8countildirp

FEERNARZHEA

R [EIE? ke

TENZAH IS NG
direntZ5f4dirp2,
¥ dirp#% I 2 dirp2

A 4

&bﬁmdlrpZ‘:PﬁﬁﬁEl’ﬂ
ZER

Frdirp2#% DAl dirp

TE A dirent?
o RIS R 442

=]

Mdirp2HERER
ZdirentZ5K4)

B4 145G F %A A sys_getdents AT R A2
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K4 Hsys getdents Bl E St R A I A G H
F#FEA, REEREINES Rdirent&S XK=
5XHHEENER, HEENARERFMNZASEMR
B, SRR,

6.2 NFREFRZEEHITAISEH

) ThEERM
EEFJ%%}?éﬁﬂééﬁﬁ%%éﬁﬁwjﬁE*ﬁ?ﬂlﬁfﬁﬂ%Fz

BiIShellESHMEMN, FAEEEUbuntu 12.04,

a. RE LA

W FHunameRINAZ KA, WHRELinux U
VA Huname @ RIRBNZIRAE R, REHEHG
“grep ""DISTRIB_ID=" /etc/Isb-release | cut -d '='
PR ARG ST, WESHR,

Program version:
Operating system:
Operating system name:
Operating system version:
Kernel version:

Hardware platform: 1686

Hostname: ubuntu

Profile: ./default.prf

Report file: Jusr/test_LMSCT/report/LMSCT_report.txt
Log file: Jusr/test_LMSCT/report/LMSCT_log.txt
Report version:

3.2.0-20-generic-pae

HS5 &J R ZGm A

b K R ey — A AT S
fE/bin, /sbinfll/usr/binZEI& 4 N X VAR i
T, HEENEFESEE, WE6HR,

[+] System Tools Checkin

- Checking system binaries...

- Checking /bin... [ Founp ]

- Checking /sbin... [ Founp ]

- Checking fusr/bin... [ Founp ]

- Checking fusr/sbin... [ Founp ]

- Checking fusr/local/bin.. [ Founp ]

- Checking /U<r/10ca1/<h1n [ FOUND

- Checking /U<r/10<a1/11hexec [ NOT FOUND

- Checking fusr/libexec... NOT FOUND

- (hecLlng [U<r/<fw/hln... NOT FOUND
NOT FOUND
NOT FOUND
NOT FOUND
NOT FOUND
NOT FOUND
NOT FOUND
NOT FOUND
NOT FOUND

- Checking fopt/sfw/bin
- Checking fopt/sfw/sbin...

- Checking fopt/sfu/lib
- Checking fusr/xpg4/bin...

- Checking fusr/css/bin...

- Checking fusr/uch...

Bo6 #ll & %ey =3t 7T AT A
c KM E T TERIAFRIRE
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fiiZK tests_accounting M [F AR Fauditd =
HTEBAERE,

d. K S EATAGE

ffl AKtests authentication® Il F 15 EFIIA
i, A chkgrp &M H PRI, WE7T
B

[+] Users, Groups and Authentication Checking

- search administrator accounts...
- Checking consistency of group files (grpck)...
- checking non unique group ID's...
- Checking non unique group names...
- Checking password file consistency...
- Query system users (non daemons)...
- Checking NIS+ authentication support
- Checking NIS authentication support
- Checking sudoers file
- Check sudoers file permissions
- Checking PAM password strength tools
- Checking PAM configuration files (pam.conf)
- Checking PAM configuration files (pam.d)
- Checking PAM modules
- Checking LDAP module in PAM
- Checking accounts without expire date
- Checking user password aging

[ NOT ENABLED ]
[ Founp ]

oK ]

[ SUGGESTION ]
[ FOUND ]

[ Founp ]

[ FOUND ]

[ NOT FOUND ]
[ SUGGESTION ]
[ DISABLED ]

B7 %0 A FEEFIAIE

e ARSI A Fid

Mpasswddfe & H AW TE FH P A Fid
M4 : awk -F: '($3 > 500) && ($3 != 65534) ||
($3 ==0) { print $1","$3 }' /etc/passwd.,

RN ESFAEEENHFH

Mete/group R ME G FEEE R AH P HEB
@4 cat /etc/group | grep -v "M#' | grep -v '*$' |
awk -F: '{ print $3 }'| sort | uniq —d.

g G U 25 B SR R B SE B

V& FH pw e koA U 25 i SR BB SE B R R A & e/
usr/sbin/pwck -q —r

h. K& A A SibannerfI X BB AFTE

il A tests_bannerf M & A A Sibanner I 31
BEAIE, Wetc/issue PR T RAHIRA(E B .

RN =ImIpT

il Ktests boot services kil R4 /Bl T
FIBIA, B 5:Egrub boot loader f:/boot/grub/
grub.conf Hlgrub.cfg. X FUbuntusiid, ALK
lete/re2.d3 1, KIS ete/init.d. /ete/re. /ete/
re.localll K/ete/re.d/re.sysinit, UIEISFR R,

j Rt BRI S SLAE 5

il Atests _cryptofa it BARYSSLIEFS o
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[+] Boot Items Checking

boot loaders
- ng presence GR [ oK ]
- Checking presence LI oo [ NOT FOUND ]
- Checking presence YABOOT... [ NOT FOUND ]
- Startup Items List

- acpi-support [ Checked ]

- apache2 [ checked ]

- dns-clean

- grub-common
- kerneloops
- lighttpd [ Checked ]
- ondemand [ Checked ]
- postfix [ Checked ]
- pppd-dns [ checked ]

[ checked ]
[ checked ]
[ Checked ]

8 &l A %E FR

kMRS B mysqlif R F7E

Jl Atests database B Jofa il & 75 A mysql
HEFE, Rlllmysql MIEBERGREEN,
AU R : ${MYSQLCLIENTBINARY} -u root

nn
o

--password= --silent --batch --execute=

LRI 75 22 3 SR SE e Rl T 5

[ AR test file integrityfuill 25 22 3% 52 %
PRI T H, Fliltripwire.

m. kMW root/. ssh 3] IR PR 1% &

fii A tests file permissionf&fllroot/.ssh 3R
IR E

n. KM /tmp H FAl/home H RSB HEHE—
FEE A B

fii AR tests_filesystemfafll/tmp H ZA1/home H
REGHEBAE - TESL L, RNXXHRRZREE
Hitext2, ext3Textd,

o. K llliptableHI T R IR AR N %2 B

A tests_firewall: #:illiptable YT /S RASA
HINEE

(2) Apache HZE 43 #T

At Apache H EFE7E H = /usr/local/
apache2/logs™, DlperfE NYRIEIES , XfApache
HEHITSRIE 5, FLULERNEA TSR, W
B9 =,

(3) #HitHE&

RN RZ2E it HES > EEmE 10

FroRe

6.3 Bt BHERIFRIF

BEEETIEFAERTHITEE, HiFEE



Last Update: 14 May 2014 - 07:55 Update now

Reported period: May +||2014 *| ok
Summary

Reported

period Month May 2014

First visit NA
Last visit NA

Unique visitors  Number of visits [ ISGESIINN Hits.  Bandwidth
Viewed 0 0 0 0 0
traffic * (0 visits/visitor) (0 Pages/Visit) (0 Hits/Visit) (0 KB/Visit)
Not viewed o o o

traffic *

+ Not viewed traffic includes traffic generated by robots, worms, or replies with special HTTP status
codes.

Monthly history

Unique Unique Unique Unique Unique Unique Unique Unique
visitors:  visitors:  visitors:  visitors:  visitors:  visitors:  visitors:  visitors
ONumber of ONumber of ONumber of ONumber of ONumber of ONumber of ONumber of ONumber
visits: visits: visits: visits: visits: visits: visits: visits:
OPages: OPages: OPages: OPages: OPages: OPages: OPages: OPages

OHits: OHits: OHits: OHits: OHits: OHits: OHits: OHits:
OBandwidth: 0Bandwidth: OBandwidth: OBandwidth: OBandwidth: 0Bandwidth: 0Bandwidth: OBandwid
o o o 0 0 o o 0

Jan Feb Mar Apr May Jun Jul Aug
2014 2014 2014 2014 2014 2014 2014 2014

B9 Apache B & 4 #7

# Auditor Report

[General]

report_version_major=1
report_version_minor=0
report_datetime=07:25:26
auditor=[Unknown]

LMSCT_version=

[Operating System]

os=Linux

os_fullname=Ubuntu 12.84

lhostname=ubuntu

[1inux_default_runlevel=2
linux_kernel_release=3.2.0-20-generic-pae
linux_kernel_version=#33-Ubuntu SMP Tue Mar 27 17:05:18 UTC 20812
linux_kernel_type=modular
loaded_kernel_module[ ]=ac97_bus
loaded_kernel_module[ ]=acpiphp

'loaded:kernel module[]:b'luetoBth
loaded_kernel_module[]=bnep
loaded_kernel_module[ ]=btusb

loaded_kernel_module[]=drm
loaded_kernel_module[]=Floppy

A10 &% #H 8 &

Mz e M T HEREER . N T AR Z 2
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Gig xSt e T BT IR, TR XU,
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ARSCE SRR T Linux N WebhR 55 28 HImHI 22
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B, BH T —METFLinuxPIWebiR$S 28 2 28 I

=, BABRENZ2E It SNHABREANZ2H
HANESGER, HIET HIHE RSB
P, REEGEYEG EXNHETFDSCH ., 6
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