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Abstract: With the technology of finding vulnerabilities in software getting more mature, the total
number of bugs is increasing yearly. In order to improve the security of memory protection, in terms of
operating system and compiler, measures taken by OS to mitigate exploit are getting more perfect. This
article describes some of the key mitigations, including GS options, SEH, Heap protection, DEP, and
ASLR. The GS compiler technology and SEH security authentication mechanism can effectively detect
and prevent most stack-based overflow attacks; Heap protection provides more restrictions aiming at
stack overflow; DEP can perform additional memory checks to prevent malicious code executing in the
system; ASLR helps to prevent buffer overflow attacks by randomizing the key address.The article also
points out the drawbacks and introduces some method to defeat these mitigations from the views of
attackers. Aiming at the vulnerability mitigation technology, the article points out it must be considered
how to cover the shortage on resisting the attack of composite vectors and how to improve and perfect
the bypassing protection in the future.
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BOOL RtlIsValidHandler(handler)
{
if (handler is in an image) {
if (image has the IMAGE_DLLCHARACTERISTICS_NO_SEH flag
set)
return FALSE;
if (image has a SafeSEH table)
if (handler found in the table)
return TRUE;
else
return FALSE;
if (image is a .NET assembly with the ILonly flag set)
return FALSE;
// fall through
}
if (handler is on a non-executable page) {
if (ExecuteDispatchEnable bit set in the process flags)
return TRUE;
else
Il enforce DEP even if we have no hardware NX
raise ACCESS_VIOLATION;

if (handler is not in an image) {

if (ImageDispatchEnable bit set in the process flags)
return TRUE;

else

return FALSE; // don't allow handlers outside of images

Il everything else is allowed
return TRUE;
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}
/I Skip the chain validation if the
DisableExceptionChainValidation bit is set
if (process_flags& 0x40 == 0) {
/I Skip the validation if there are no SEH records on the
/1 linked list
if (record = OXFFFFFFFF) {
/I Walk the SEH linked list
do {
/I The record must be on the stack
if (record <stack_bottom || record >stack_top)
goto corruption;
I The end of the record must be on the stack
if ((char*)record + sizeof(EXCEPTION_REGISTRATION) >stack_
top)
goto corruption;
/I The record must be 4 byte aligned
if (record & 3) 1=0)
goto corruption;
handler = record->handler;
/I The handler must not be on the stack
if (handler >= stack_bottom&& handler <stack_top)
goto corruption;
record = record->next;
}while (record = OXFFFFFFFF);
/I End of chain reached
/l'1s bit 9 set in the TEB->SameTebFlags field?
/I This bit is set in ntdll!RtlInitializeExceptionChain,
/I which registers FinalExceptionHandler as an SEH handler
/I when a new thread starts.
if (TEB->word_at_offset_OxFCA & 0x200) !=0) {
/I The final handler must be ntdll!'FinalExceptionHandler
if (handler != &FinalExceptionHandler)
goto corruption;

}
}
}
SEHOP
1 SEH Record
2 SEH Record 4
3 SEH Record
4 SEH Record
ntdll!FinalExceptionHandler
5 SEH Record
OxFFFFFFFF
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