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Implementation of a Malware Detect Tool on Android
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Abstract: At present, malware is mainly detected through static-based approach, but the recognition rate is
low. Based on the mechanism of static detection, this paper gave a behavior-based approach which analysis the
behavior of sensitive function in the application. In this way, using the traces of variables and equivalent function
matching to determine whether an Android package have malicious behavior. The behavior-based approach
improves the accuracy of the static detection. This paper implement a detect tool aim at SMS Trojan and is proved
its effectiveness in testing.
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2.2 dex
apk classes.dex typedef struct DexHeader {
; ; char magic[8]; /* .dex file signature*/
Android Android unsinged int checksum; /* adler32 checksum */
- d unsinged int signature[20]; /* SHA-1 hash */
Java ex unsinged int fileSize; /* length of entire file */
java Dalvik Dalvik unsinged int headerSize; /* offset to start of next section */
unsinged int endianTag; /* endianness tag */
unsinged int linkSize; /* size of link section, often 0 */
unsinged int  linkOff; /* offset of link section, from file start %/
dex unsinged int  mapOFF; /* offset of map item, from file start */
unsinged int stringldsSize; /* count of strings */
unsinged int stringldsOff; /* offset of string list */
unsinged int typeldsSize; /* count of type identifiers */
unsinged int typeldsOff; /* offset of type identifier list */
dex unsinged int protoldsSize; /* count of prototype identifiers */
unsinged int protoldsOff; /* offset of prototype identifier list */
unsinged int fieldldsSize; /* count of field identifiers */
unsinged int fieldldsOff; /* offset of field identifier list */
unsinged int methodldsSize; /* count of method */
dex unsinged int methodldsOff; /* offset of method list */
unsinged int classDefsSize; /* count of class definitions */
dex unsinged int classDefsOff;  /* offset of class definition list */
dex unsinged int dataSize; /* size of data section */
unsinged int  datzOff; /* offset of data section, from file start %/
1 dex } DexHeader;
2 MethodID dex dex
map
3 dex
dex
4 dex
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Dex magic dex
““dex\n’” ““dey\n””
dex Dalvik magic
magic ““035\07~
2.2.2
Java
dex .dex
DexHeader ClassDefOff
ClassDefSize .dex

typedef struct DexClassDef {
unsinged int classldx;
unsinged int accessFlags;
unsinged int superclassldx;

/* index into typelds for this class */
/* access flag, such as "public " */
/* index iInto typelds for superclass */
unsinged int interfacesOff; /* file offset to DexlypeList */
unsinged int  sourceFileldx; /* index into stringlds for file name %/
unsinged int annotationsOff;  /* file offset to annotations section */
unsinged int classData0ff; /* file offset to classData section */
unsinged int staticvaluesOff;  /* file offset to DexEncodedArray */

} DexClassDef;

dex
classldx dex
typelD typelD
““Lcom/zw/firstPro/FirstProActivity$l””
2.2.3
classDataOff
classDef classDataOff
classDataOff
typedef struct DexClassData {
unsigned int  staticFieldsSize;  /* the number of static field */
unsigned int  instanceFieldsSize; /* the number of instance field */
unsigned int  directllethodsSize; /* the number of direct method */
unsigned int  virtualMethodsSize; /* the number of virtual method */
DexField * staticFields; /* the defined static fields */
DexField * instanceFields; /* the defined static fields */

DexMethod *  directiethods; /* the defined static fields */
DexMethod *  virtualMethods; /* the defined static fields */
} DexClassData;
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typedef struct DexField {
unsigned int fieldldx;
unsigned int accessFlags;
} DexField;

/* index to a field_id_item */
/* access flag, such as "public " */

fieldldx DexHeader fieldlds

( staticFields) fieldldx
DexMethod

typedef struct DexMethod {
unsigned int methodldx;
unsigned int accessFlags;
unsigned int codeOff;
} DexMethod;

/* index to a method_id_item */
/* access flag, such as "public " */
/* file offset to a code_item */

methodldex
DexHeader methodlds
methodID

methodlds

methodlds

typedef struct DexMethodld {
unsigned short classldx; /* index into typelds list for defining class */
unsigned short protoldx; /* index into protolds for method prototype */

unsigned int  nameldx; /* index into stringlds for method name */
} DexMethodId;
Classldx classldx
nameldx
2.2.4
dex methodlds
dex
dex dex M
dex
dex
baseAddr
DexHeader baseAddr
DexHeader
Stringlds
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int methodSize = (int)pDexFile->pHeader->methodldsSize;

for (i = 0; i < methodSize; i++) {

const DexMethodld * pMethodld = &pDexFile->pMethodlds[i];
const DexStringld * pStringld = &pDexFile->pStringlds[pMethodld-
>nameldx];

const unsigned char * ptr = pDexFile->baseAddr + *pStringld;
// Skip the ulebl28 length.

while (*(ptr++) > 0x7f) /* empty */ ;

if (memcmp(ptr, "sendTextMessage", 16) == O)X

break;

}

}

if (i == methodSize){

printf(“the apk is safe!\n");

return;

}
sendTextMessage

sendTextMessage
sendTextMessage
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Dalvik
<init>
Android
DexCode
Dalvik 256

packed-switch-payload sparse-switch-
payload fill-array-data-payload Format
nop+(0x01, 0x02, 0x03)

nop

256
typedef struct Instruction {
unsigned int VA;
unsigned int VB;
unsigned long long VvB_wide;
unsigned int vC;
unsigned int arg[5];
OpCode opCode;
} Instruction;
OpCode
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const move

invoke

2.3

sendTextMessage null

const
move const move
move 2

int getinstructionType(OpCode op);

op
switch-cast
dalvik
DexCode
const
null
name : "onReceive®”
type : (Landroid/content/Context;Landroid/content/ Intent; v*
registers : 10
onReceive v8 V9
0 null
1 2 -1

typedef struct ValueTracker {
unsigned int num;
char * values;
} ValueTracker ;

const move

values
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methodldx 0
methodldx ValueTracker
typedef struct CallerNode {
unsigned int methodldx;
ValueTracker * node;
CallerNode * next
} ValueTracker ;
dex
invoke
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