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Design and Implementation of a Safe Browser based on WebKit
Engine on Android Platform

WU Hao', WEN Wei-ping', YAN Han-bing’
(1. Department of Information Security, SSM, Peking University, Beijing 102600, China;

2. National Computer Network Emergency Response Technical Team / Coordination Center, Beijing 100029, China )

Abstract: Cyber-attacks, especially phishing attacks were studied, and a phishing attack model was
established. A model of secure mobile terminal browsing service and the updating policy of phishing URL blacklist
were designed. The details of secure browsing service, the client/server communication protocols and the data
structures were described. This part is the important foundation to achieve a secure browser application. On the
basis of secure browsing protocol, a complete secure browser application was implemented. The browser provides
a very useful secure browsing application service for Android platform users.
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