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Malware detection technology analysis and
applied research of android platform

WEN Wei-ping, MEI Rui, NING Ge, WANG Liang-liang

(Department of Information Security, School of Software and Microelectronics, Peking University, Beijing 102600, China)

Abstract For the Android platform security problem, a mobile client and server collaborative malware detection pro-
posal was proposed, where mobile client application was mainly based on permission detection technology and imple-
mented lightweight testing. The server-side detection system is mainly responsible for testing suspicious samples submit-
ted by the mobile terminals, meanwhile implements the functions of software behavior analysis, signature library updates,
and mobile client synchronization, etc. The server-side detection techniques include permission-based detection technol-
ogy, bytecode-based static detection technology and root-based dynamic detection technology. The result of the experi-
ment shows that the three detection techniques can achieve better detection results.

Key words: malcode detection; static analysis; dynamic analysis; permission analysis
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Output: true or false

Foreach entry point  entry points do
methodlist = initial state: start of entry point
state = initial state
foreach method  methodlist do
foreach methodnode  method do
if methodnode is sysAPI then
add(methodlist, methodnode)

else
track sysAPI and add in me-
thodlist
end
end
end
end
if known malware pattern match method-
list then
return true
else
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public enum Commands

{..

static

{

ACTIVATION = new Commands ("ACTIVA-
TION", 1, "Activation”, "/activate");
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HOMEPAGE = new Commands("HOMEPAGE",
2, "Homepage", "/homepage™);
COMMANDS_STATUS =
("COMMANDS_STATUS", 3,
"/commandstatus");
BOOKMARKS = new Commands ("BOOK-
MARKS", 4, "Bookmarks", "/bookmarks™);
SHORTCUTS = new Commands ("SHORT-
CUTS", 5, "Shortcuts", "/shortcuts™);
HISTORY = new Commands("HISTORY", 6,
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TERMINATE = new Commands (“TERMI-
NATE", 7, "Terminate”, "/terminate™);
STATUS = new Commands("STATUS", 8, "Sta-
tus”, "/status™);
DUMP_LOG = new Commands("DUMP_LOG",
9, "DumpLog"”, "/dumplog™);
UNEXP_EXCEPTION =
("UNEXP_EXCEPTION", 10,
tion", "/unexpectedexception™);
UPGRADE = new Commands("UPGRADE", 11,
"Upgrade”, "/installation™);
INSTALLATION = new Commands ("IN-
STALLATION", 12, "Installation™, "/installation");
arrayOfCommands[0] = COMMANDS;
arrayOfCommands[1] = ACTIVATION;
arrayOfCommands[2] = HOMEPAGE;
arrayOfCommands[3] = COMMANDS_STATUS;
arrayOfCommands[4] = BOOKMARKS;
arrayOfCommands[5] = SHORTCUTS;
arrayOfCommands[6] = HISTORY;
arrayOfCommands[7] = TERMINATE;
arrayOfCommands[8] = STATUS;
arrayOfCommands[9] = DUMP_LOG;
arrayOfCommands[10]= UNEXPECTED_ EX-
CEPTION;
arrayOfCommands[11] = UPGRADE;
arrayOfCommands[12] = INSTALLATION;
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