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Windows 7 SP1 for DKOM Under the Attack Technology
Research
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Abstract: Windows records some information in memory, for the purpose of managing objects like process,
thread, driver, and reporting the status to user. Because the information is in memory, we can modify it. This paper
will show some structs and lists that Windows 7 SP1 created, and introduce some methods to protect and hide
processes and drivers.
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typedef struct _KLDR_DATA_TABLE_ENTRY {
LIST_ENTRY InLoadOrderLinks;
PVOID ExceptionTable;
ULONG ExceptionTableSize;
PVOID GpValue;
PNON_PAGED_DEBUG_INFO NonPagedDebugInfo;
PVOID DlIBase;
PVOID EntryPoint;
ULONG SizeOfImage;
UNICODE_STRING FullDIIName;
UNICODE_STRING BaseDIIName;
ULONG Flags;
USHORT LoadCount;
USHORT __Unused5;
PVOID SectionPointer;
ULONG CheckSum;
PVOID LoadedImports;
PVOID PatchInformation;
} KLDR_DATA_TABLE_ENTRY, *PKLDR_DATA_TABLE_ENTRY;
PVOID DlIBase;
UNICODE_STRING FullDIlIName; .Sys
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