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Research on Key Memory Attack Windows 7 Operating System
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Abstract: GS Stack Protection, SafeSEH, Heap Protection, DEP, ASLR are five key technologies for the
memory protection mechanism of Windows 7, these technologies significantly contribute to mitigate buffer
overflow attacks. Based on the analysis of these technologies, we also tested the possibility of bypassing the
protection mechanisms in Windows 7. Evaluating the effect of resisting buffer overflow of Windows 7, we pointed
out that Windows 7 couldn’t resist the buffer overflow attacks absolutely. Finally several measures were introduced

to improve system security more comprehensively.
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1 GS Stack Protection
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GS Visual Studio 2002

/GS
32 GS cookie 1
Windows 7 Visual Studio 2003 (VS2003)
Visual Studio 2005 (VS2005) VS2003
GS 1
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BE1 F/GS(%k). visual studio 2003 /GS(#H)

GS
GS

cookie

_security_check_cookie() stack cookie

cookie
GS .

; prologue
push ebp
mov ebp, esp
sub esp, 214h
mov eax,  __security_cookie
Xor eax, ebp
mov [ebp+var4], eax

; random value, initialized at module startup
; store the cookie

; epilogue
mov ecx, [ebp+var_4]
Xor ecx, ebp
call __security_check_cookie
leave
retn 0Ch

GS cookie
__security_init_cookie

; get the cookie from the stack

; check the cookie

__security_cookie variable

ASLR
GS cookie
429%™ GS
_alloca GS
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GS VS2005 SP1
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#pragma strict_gs_check(on)
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strict_gs_check
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Windows 7
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2.2 GS
GS VC++
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3 Heap Protection

3.1
Windows

1

FREE HEAP BLOCK
_HEAP_ENTRY
+0x000 Size

+0x002 PreviousSize
+0x004 SmallTagIndex
+0x005 Flags

+0x006 UnusedBytes
+0x007 SegmentIndex
_LIST_ENTRY
+0x000 Flink
+0x004 Blink

mov dword ptr [ecx],eax
mov dword ptr [eax+4],ecx
EAX = Flink, EBX = Blink

flink blink
ECX 4
flink  blink
>blink  blink->flink
flink  blink

__security_cookie_check

GS

EAX
Windows XP SP2

flink-
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3 Windows 7

32
3.2
Windows 7
3
E3 XEHPHNHBTER
MemberFunction() ~MyClass()
shellcode

4 SafeSEH
4.1 SafeSEH

SafeSEH SEH
exploit SafeSEH SEH SHE

vs2003 /SAFESEH

SEHOP SEH Dynamic SafeSEH
SafeSEH SEHOP Structured Exception
Handling SEH

SEHOP
SEH SEH “
ntdll
SEH SEH SEH

40

4.2 SafeSEH
SafeSEH
SafeSEH
pop/pop/ret
/Safeseh exploit
SafeSEH
SEHOP SEH SEH
validation frame SEHOP
5 DEP
5.1 DEP
DEP Data Executive Protection
non-executable
DEP CPU NX
DEP CPU
DEP DEP
exploit SEH 2
Windows EXE DLL .text
Windows XP
DEP
5.2 DEP
1 ret2libc/ROP
shellcode
shellcode
DEP
R DEP --NtSetInformationP
rocess SetProcess DEPPolicy DEP
DEP KPROCESS

NtQuerylnformationProcess  NtSetInformationProcess

ProcessExecuteFlags DEP

ExecuteDisable DEP ExecuteEnable
Permanent
DEP
NtSetInformationProcess DEP

ProcessExecuteFlags(0x22) MEM_EXECUTE_OPTION
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0x2 shellcode

NtSetInformationProcess ret2libc

shellcode

6 ASLR

6.1 ASLR

3 Shellcode
ret2libc VirtualAlloc VirtualProtect
WriteProcessMemory
.code

ASLR

Windows Xp 2003 PEB TEB

ASLR

DLL

Windows 7
ASLR

2 3 PE
4 PEB(Process Environment Block PEB)
PEB
EXE DLL

JMP ESP

ASLR

DEP

HeapCreate

6.2 ASLR
1

7

Windows 7 ASLR 4

PEB
PEB malloc HeapAlloc

DLL EXE Windows 7
/DynamicBase

ASLR

DLL 8
1/28 (PEB
4 ) 4
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EXE DLL
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