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Based on the Cause of the New Vulnerabilities Patch Attack
Method Research

XU You-fu, WEN Wei-ping, YIN Liang

( 1. Department of Information Security, SSM, Peking University, Beijing 102600, China)

Abstract: Aiming at the vulnerabilities of the patch repair method is studied, the analysis after the patch may
loopholes to introduce new security hidden danger, was put forward based on the cause of the new vulnerabilities
loopholes patch holes mining method, the method and argument. Finally to use this method of the Windows
operating system found that unknown vulnerabilities cases verify the validity of this method.
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1.2
MS10-015
MS10-015 Tavis Ormandy
Windows 17
Windows
KitrapOD
Context _Ktrap_frame Context
VdmTib->VdmContext VdmTib
ring3 _Teb->VDM
Teb KitrapOD

Ki386BiosCallReturnAddress

Ki386BiosCallReturnAddress _Ktrap_frame

KitrapOD 1
1 MS10-015 KitrapOD

mov eax, offset Ki386BiosCal |[mov eax, offset Ki386BiosCallReturnAddress

IReturnAddress cmp  eax, [edx]

cmp eax, [edx] jnz  short loc_4683CC
jnz short loc_468176 mov eax, [edx+4]
mov eax, [edx+4] cmp ax, 0Bh

cmp ax, 0Bh jnz  short loc_4683CC

jnz short loc_468176 mov ebx, ds:0FFDFF01Ch//  KPCR
jmp Ki386BiosCallReturnAd|mov edi, [ebx+124h] //
dress cmp  byte ptr [edi+51h], 1 //
jnz  short loc_4683CC //
mov byte ptr [edi+51h], 0
jmp  Ki386BiosCallReturnAddres

Ki386BiosCallReturnAddress

S

VdmSafe

cmp  byte ptr [edi+51h], 1
edi _Ethread
_Kthread edi+51h  _Ethread

2 _Kthread
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2 MS10-015 _Ethread

kd> dt nt!_kthread

kd> dt nt!_kthread

+0x051 Spare0 : [3] UChar +0x051 VdmSafe :UChar
+0x052 Spare0 . [2] UChar
VdmSafe B P B
Ki386BiosCallReturnAddress VdmSafe
MS10-015
2
MS10-011
21
MS10-011
MS10-011 [4]
3 MS10-011
3 MS10-011

.text:75AA4780 and  byte ptr [eax+39h], ODFh

text:75AA4784 mov  eax, [ebp+var_1C]

.text:75AA4787 cmp  [eax+58h], esi

text:75AA478A jnz  short loc_75AA4798

4
4 MS10-011

.text:75AA491B and  byte ptr [eax+39h], ODFh

.text:75AA491F mov  eax, [ebp+var_1C]

text:75AA4922 xor  esi, esi

.text:75AA4924 cmp  [eax+58h], esi

4 CsrLocate

ThreadByClientld
CSR_PROCESS

2.2

2000 9 29

CSRSrv.DLL
091211-1412)

Windows XP Professional SP3

5.1.2600.5915 (xpsp_sp3_gdr.

2.3
Windows LPC LPC Local Inter-Process
Communication Windows
2000 XP 2003 LPC
1 NtCreatePort 2
NtListenPort
3
NtConnectPort NtSecureConnectPort
1 4
NtAcceptConnectPort  NtCompleteConnectPort
5
NtReplyWaitReceivePort
NtReplyPort 6 NtRequestWaitReplyPort
24
ApiPort test.exe
Csrss ApiPort Csrss LPC

LPC_CONNECTION_REQUEST O0OxA
CsrApiRequestThread
CsrApiHandleConnectionRequest
1 CsrSrvAttachSharedSection

NtMapViewOfSection

CsrSrvSharedSection

0 NtMapViewOfSection 2

CsrSrvAttachSharedSection 0

CSR_PROCESS

NtAcceptConnectPort

HANDLE ClientPort 3
NtCompleteConnectPort

CSR_PROCESS.Flags[l] 6 1

ExitProcess

ExitProcess

dll

0x7C81CAC3
CsrClientCallServer
NtRequestWaitReplyPort

LPC

CsrClientCallServer

0x1C

i 0x10003
3 BaseSrvExitProcess

CsrClientCallServer

Windows
kernel32.
5.1.2600.5781 (xpsp_sp3_gdr.090321-1317)

0x7C81CA6C

ExitProcess

_ExitProcess
CsrClientCallServer
ntdll.dll
ApiPort
push 10003h
LPC
CSRSS
BaseServerApiDispatchTable

0x7C81CAB6

“©2.3 Win32

test.exe CSR_PROCESS
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1 CSR_PROCESS.ReferenceCount = 1
CsrRootProcess
BaseSrvEXxitProcess CsrDereferenceThread
BaseSrvExitProcess CsrApiRequestThread

BaseSrvExitProcess CSR_PROCESS

2 CsrDereferenceThread test.exe
LPC CSR_THREAD 1 0
CsrThreadRefcountZero CsrRemoveThread
CsrDeallocateProcess  CsrDereferenceProcess
1 CsrRemoveThread CsrThreadHashTable
CSR_THREAD CsrThreadHashTable
1
0 CSR_PROCESS.Flags[l] 6 0

CsrLockedDereferenceProcess 2 CsrDeallocateProcess
CSR_THREAD
CSR_PROCESS

CsrLockedDereferenceProcess

3 CsrDereferenceProcess

CSR_PROCESS 1 0
CsrProcessRefcountZero CsrRemoveProcess
CsrRootProcess CSR_PROCESS

ApiPort 0x7C81CACC
NtTerminateProcess test.exe
ApiPort
Csrss LPC_PORT_CLOSED 0x5
CsrApiRequestThread
0x75AA4769 2
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ApiPort
CSR_PROCESS 0 1
CsrLocateThreadByClientld 0
CsrLockedDereferenceProcess test.exe
CSR_PROCESS 1 0

CsrProcessRefcountZero CsrRemoveProcess
testexe CSR_PROCESS  CsrRootProcess

0x75AA4918 3

E3, 8 ah4hEEL PC PORT._CLOSEDE B REE
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CsrLocateThreadByClientld

0 CSR_PROCESS 0
0x75AA4780 0x75AA491B
and  byte ptr [eax+39h], ODFh
CSR_PROCESS.Flags[l] 6 0
1 CsrClientCallServer
0x10003 BaseSrvEXxitProcess
BaseSrvExitProcess CSR_PROCESS
2 2 CsrDereferenceThread
CSR_PROCESS.Flags[1] 6 0
CsrLockedDereferenceProcess CsrDereferenceProcess
CSR_PROCESS 0 3
CSR_PROCESS 0 CsrRemoveProcess
CsrRootProcess 4
CSR_PROCESS.Flags[l] 6 0
4 BaseSrvEXxitProcess

CSR_PROCESS

1 NtSecureConnectPort
ApiPort 2 CloseHandle
ApiPort
CsrApiRequestThread 0x75AA4918
0x75AA491B and byte ptr [eax+39h], ODFh
CSR_PROCESS.Flags[l] 6 03 CreateThread

CsrClientCallServer

0x10003 BaseSrvEXxitProcess

CSR_PROCESS 4
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