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Design and Implementation of Malware Automated Analysis Tool
Based on Behavior Analysis

LIU Heng', WEN Wei-ping*, WAN Zheng-su®
( 1.Peking University, Beijing 102600, China;
2. Hunan Institute of Science and Technology of Mathematics, Yueyang Hunan 414006, China )
Abstract: Static analysis and dynamic analysis are the two common analysis methods in malware analysis.
With the anti-debugging, program packers, code obfuscation, polymorphism and variants such technologies coming
out, the limitations of static analysis methods become more and more. Here is a tool to dynamic analysis Malware

Code based on kernel callback and Regular Expressions, demonstrate it’s capabilities by analyzing the Fujacks .As
a result ,improved the efficiency of the tool in the automating analysis.
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