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ClearBug An improved automatic tool for bug analysis

LIU Bo, WEN Wei-ping, SUN Hui-ping, QING Si-han

(Department of Information Security, SSM, Peking University, Beijing 102600, China)

Abstract: With the increasing harmfulness of software vulnerability, identifying potential vulnerabilities in software has become the focus
of security research. The current analysis method can be roughly divided into two categories: static analysis and dynamic analysis. This paper
presents an idea based on open source static analysis tool BugScam. First, set up vulnerability model. Then, map the model to program and begin
vulnerability analysis. We classified vulnerability model to function model and logic model and research the corresponding relationship between
model and program. Finally, we give an introduction of our improved automatic vulnerability analysis tool ClearBug. The experiment results
show that our tool can effectively find out some software vulnerability.
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Fuction Model of recv:

If len > SizeOf{buf):
Warning(It is likely to be a buffer
overrun. This location should be investigated manually!)
Else:
Pass
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Logic Model One:
If (exists getenv() ) and( exists strcpy() or
sprintf() behind getenv()):
If not exits strlen() between them:
Warning(It is likely to be a
logic bug. This location should be investigated manually!)

Else:
Pass
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Logic Model Two:

If the judge statement contain” ==" and the
authorized branch is the else branch
or the judge statement contain” =" and the

authorized branch is the first branch:
Warning(lt is likely to be a logic bug.
This location should be investigated manually!)
Else:
Pass
DWORD dwRet = IsAccessAllowed{...);

DWORD dwRet - IspccessAllowed(...);
iF (dwhet == NOD_ERROR) {

if (dwRet == ERROR_ACCESS_DENIED) {

/7 security check fFailed. A/ security check OK.
/7 InFore user that access is denied I Perk task
¥ else { ) oelse { .
J4 security check OK. /7 security check Failed.
17 Perform task. , /4 Inform user that access is denied.
ZEREMNEFE %/2 Bt IR AR P B
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