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Design and Implementation of Self-Protection Scheme for Network Monitor
Program Based on Winsock2 SPI Framework

ZHANG Ya-hang, WEN Wei-ping

(Department of Information Security, SSM, Peking University, Beijing 102600, China)

Abstract: The problem that how to protect the information without divulging in a secret-related network in terms of departments of
government, army and energy is always be regarded by people. It is a good way to solve this problem by monitoring the computer user in the
secret-related network using software. This paper presents and implements a self-protection scheme for network monitor program based on
Winsock2 SPI Framework. The self-protection technology of the network monitor is the key point that protects the network monitor from being
attacked by illegal users. The network monitor program based on this scheme can bind itself with the critical system process to hide the monitor
process itself and protected itself being shut down or delete by senior attacker, besides, this technology can work with other technologies like

rootkit to improve the performance of the monitor program.
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