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The Research of RPC Overflow Vulnerability

ZHOU Hu-sheng, WEN Wei-ping

(Department of Information Security, SSM, Peking University, Beijing 102600, China)

Abstract: The RPC overflow vulnerability existing in Windows operating system constitute one of the most serious security threat towards
computer network. In this paper the principles of RPC are introduced, theories of buffer overflow are analyzed and the methods of analyzing the
RPC overflow vulnerability are also summarized. In allusion to a vulnerability it analyzes the process of the RPC overflow vulnerability exploit,
including locking overflow function, analyzing overflow point and achieving exploit.
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The srvsve interface is used to manage the lanmanserver service.

Interface Operation number Operation name
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interface mIDA_interface
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[inl[string] wchar t * arg 2,
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[in, out] long * arg 6,

[in] long arg 7
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char arg_1[0x320];

char arg 2[0x440];

int arg 3=0x440;

char arg 4[0x100];

int arg 5=44;

Trigger = (MYPROC) GetProcAddress (LibHandle, VulFunc) ;
memset (arg_1,0,sizeof (arg 1)) ;

memset (arg 1,’a’,sizeof (arg 1) -2) ;

memset (arg_4,0,sizeof (arg_4)) ;

memset (arg 4,’b’,sizeof (arg 4) —2) ;
(Trigger) (arg l,arg 2,arg 3,arg_4,&arg 5,0)
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memset (arg 1,0,sizeof (arg 1)) ;
memset (arg 1,’a’,sizeof (arg 1) —2) ;
memset (arg 4,0,sizeof (arg 4)) ;
memset (arg 4,’b’,sizeof (arg 4) —2) ;
memcpy (arg_4,shellcode, sizeof (shellcode)) ;
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