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Windows Security: The gradual improvement of SEH mechanism
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Abstract: SEH(Structured Exception Handling) , a mechanism which is provided by Windows operating system to handle errors or
exceptions. However, because of the limitations in SEH 's design, the attacker can make use of SEH exception handling chain to sucessfully attack
the system when there is a buffer overflow bug. Therefore, changes of SEH implementation mechanism were made in accordance with different
versions of Microsoft Windows operating system. As a result, two improved mechanisms - SafeSEH and SEHOP appeared. Nevertheless,
different degrees of defects still exist in these improved mechanisms. This paper provides a profound research on the implementation of and
security defects in different versions of the SEH mechanisms through technologies afforded by Microsoft, such as GS, ASLR. Also provided are

some improvement advices of the corresponding security defects.
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