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EFI and Security Analysis of EFI Framework

LIU Dong, WEN Wei-ping
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Abstract: With the development of the computer technology, the traditional PC BIOS has become a bottleneck in the development of the
modern computer. In order to solve the limitations and difficulties of traditional PC BIOS, Intel has proposed Extensible Firmware Interface (EFI)
Specifications. As the next generation of BIOS, EFI provides a standard environment for booting an OS. In contrast with BIOS, EFI components
are designed based on modules and could be written with C, which enables good extensibility. EFI largely facilitates the whole PC Industry’s
innovation. This paper gives a brief introduction of EFI and takes a closer look at some security issues in EFI. Moreover, some key factors that
have to be taken into account in a secure EFI environment are proposed.
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