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Abstract: This paper presents a new approach to forecasting the Internet worm infection based on
netlike association analysis after anadyzing the behavior pattern of Internet worms, and explores their
forecast mechanism we design two forecasting algorithms. An Internet worm forecasting model is
established and a prototype based on forecasting algorithms is given. At last, we present the related
experimental data and analysis results by using our approach. Comparing with the existing methods, our
approach becomes more efficient, and has the characteristic of detecting the unknown Internet worms.
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) IP
IP
IP
3
TCP
IP
1
Nimda 80 139 600 1S Code Red Il Sadmind 80 139 600 CA-2001-06
E-mail
Code Red | 80 11S 4.0/5.0 Index Service 80 CA-2001-13
CodeRed I 80 11S 4.0/5.0 Index Service 80 CA-2001-13, IN-2001-09
Adore 23 53 111 515 Bind,LPRng,Rpc.statd,wu-ftpd 23 53 111 515 CA-2001-02, IN-2001-01
Sadmind/IIS 80 111 11S, Solstice, 80 111 CA-2001-11, MS00-078
Sadmind 80 Windows
111 Unix
Lion 53 BIND 53 CA-2001-02
Ramen 21,111 515 wu-ftp,rpc.statd,L PRng 21,111 515 tar IN-2001-01
ramen.tgz
Cheese 10008 Lion 10008 IN-2001-05
Digispid.B 1433 Microsoft SQL Server 1433 IN-2002-04
Slapper 80 443 OpenSSL Apache 80 CA-2002-27
MSSQLWorm 1433 Microsoft SQL Server 1433 CA-2003-04
1 CA CERTadvisory  IN(CERTincidentnote)  CERT!*!
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1 TCP srcHost,srcPort,dstHost, dstPort
TCP (srcHost IP  srcPort dstHost IP dstPort
)[51
timestamp srcHost srcPort dstHost dstPort dataSize data TCP
timestamp srcHost  srcPort dstHost
dstPort TCP dataSize data m
m
2 srcHost  srcPort
dstHost dstPort TCP C G C i TCP I<i<n
n C TCP
3 TCP G GOcC ATTR_FIRST
timestamp srcHost dstPort dataSize noHost noService
ATTR_FIRST G noHost  dstHost noService
dstHost noHost 0 1
noService 0 1 ATTR_SECOND dstPort dataSize data noHost
noService ATTR SECOND C;
4 TCP G G(G,Goo)
ATTR_FIRST(C;) ATTR_FIRST(C)
(srcHost) m TCP G, Ci1, Cima kO[1,m-1], ATTR_FIRST(C)
ATTR_FIRST(Ciw) srcHost m
5 A t
N N A
A TCP [Cal={Ca1,.Ca2 Cai,
Cant N [CA] [[CallEN Ca
6 A B
A B TCP [Ca] [CE]

ATTR_SECOND(Ca) ATTR_SECOND(Cs)
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T
S
A,B
ABNORMAL TCP
WN

SIM(ATTR_SECOND(C,), ATTR_SECOND(Cs))

/* LA */
Begin
Create Profile A ATTR_FIRST(Ca)=( | P, dstPort,,dataSize,0,0)
for each Connection C;: < timestamp,srcHost,srcPort,dstHost |, . >
create ATTR_FIRST (C;)=(srcHost, dstPort,dataSize,noHost,noService)
if ATTR_FIRST (C)OATTR_FIRST(Cs) ATTR_FIRST(Ca)
Then
saveC; to[Ca]
Endif
If |[Call 2 Nand (timestampan timestampa nn+)<T
Then
Send [Ca] to ABNORMAL
Empty [Ca]
go to Begin
Endif
End for
End begin

begin
Receive [Ca]JABNORMAL
Receive [Cs] JABNORMAL
If SIM(ATTR_SECOND (Ca), ATTR_SECOND(Cg)) > S
Then
A,B OWN
Send (warning ,Response) to al sensors
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End if

End begin
Connection C A TCP
ATTR_HRST A T N
A B
ABNORMAL
SIM(ATTR_SECOND(C,) ATTR_SECOND(Cg)) (
(61 S A B
WN
4
4
OJ
OJ
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Snort-1.9"
Code Red Nimda Code Red
Nimda
Windows
5
IDS Fs4l &4 f
R BRI
192.168.2.2 192.168.2.3
EI 192.168.0.1 = . 192.168.1.1 IZ]
Sensorl Sensor2
192.168.0.2 Router 192.168.1.2
A W RF
192.168.0.3 192.168.1.3
|  HE \=
WA B — — FEG
192.168.0.4 A== Eey] 192.168.14
FEC FEH
192.168.0.5 192.168.1.5 _!
| HE H=
WD = = AL
5
A B C D F
H | Windows 2000 Advance Server
Sensor
64
A IP 192.168.0.2 Code Red
A 2
2 A IP 192.168.0.2
timestamp DstHost dstPort dataSize data(m=18) noHost noService
15:13:31. 984723 171.64.232.31 80 Ox5dc GET/default.ida?N 0 0
15:13:31. 985175 66.114.64.236 80 Ox5dc GET/default.ida?N 0 0
15:13:31. 985218 65.115.68.15 80 Ox5dc GET/default.ida?N 0 0
15:13:31. 986233 64.67.86.5 80 Ox5dc GET/default.ida?N 0 0
15:45:31.312281 192.168.1.2 80 Ox5dc GET/default.ida?N 1 1
2 A IP
IP GET/default.ida?N...
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F 3
3 IP 192.168.1.2
timestamp dstHost dstPort dataSize data(m=18) noHost noService
16:01:18: 113271 141.149.29.129 80 Ox5dc GET/default.ida?N 0 0
16:01:18: 113750 212.38.12.73 80 0x5dc GET/default.ida?N 0 0
16:01:18: 115293 160.75.71.14 80 0x5dc GET/default.ida?N 0 0
16:01:18: 115587 63.222.184.69 80 0x5dc GET/default.ida?N 0 0
16:01:18: 115811 203.27.20.20 80 0x5dc GET/default.ida?N 0 0
2 3 A F
A F Code Red
Nimda A Nimda A
5 4
A F Nimda
4 IP 192.168.0.2
timestamp dstHost dstPort dataSize data(m=19) noHost noService
18:52:25.563432 192.168.1.2 80 0x21d GET /msadc/..%e0%80%af ../ 1 1
18:52:36. 154275 192.168.4.12 80 0x21d GET /msadc/..%e0%80%f ../ 0 0
18:52:37. 364324 192.168.4.15 80 0x21d GET /msadc/..%e0%80%f ../ 0 0
18:52:38.657234 192.168.4.23 80 0x21d GET /msadc/..%e0%80%sf ../ 0 0
18:52:39. 983452 192.168.4.34 80 0x21d GET /msadc/..%e0%80%sf ../ 0 0
5 IP 192.168.1.2
timestamp dstHost dstPort dataSize data(m=19) noHost noService
18:57:10. 565441 192.168.43.8 80 0x21d GET /msadc/..%e0%80%sf ../ 0 0
18:57:11. 834522 192.168.43.15 80 0Ox21d GET /msadc/..%e0%80%sf ../ 0 0
18:57:13. 154656 192.168.43.23 80 0x21d GET /msadc/..%e0%80%sf ../ 0 0
18:57:14. 496235 192.168.43.34 80 0x21d GET /msadc/..%e0%80%sf ../ 0 0
18:57:15. 932413 192.168.43.52 80 0x21d GET /msadc/..%e0%80%sf ../ 0 0
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