that need to be tested and evaluated for potential malicious intent.
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Design and Implementation of a Ensemble Method Based

Windows Malware Classification Framework
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Abstract: One of the main challenges facing anti-malware is that there are a large number of files

method predicts that each indicator is relatively low. One of the main reasons is that the author

of the malicious programs will modify or confuse the programs to the same malicious family
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the same malicious behavior in order to evade detection, making them look like different files.
This paper designs a classification framework based on deep learning. The framework con-
structs and extracts various features such as: n-gram, byte-frequency, asm-image, etc. from
malicious program files. Then, the two methods of feature fusion were tried. The model of
deep neural network was constructed to train two models, Concatenate and Multi-input. Final-
ly, two ways of model fusion are tried. One is to perform stacking fusion of Concatenate and
Multi-input models to get Stacking model. The other is the fusion of the weighted average of
Concatenate, Multi-input and Stacking models, and finally constitutes the overall framework of
malicious program classification. The experimental results show that when using multi-feature
and multi-model fusion technology to detect malicious Windows programs, it is better than sin-
gle feature and single model prediction in multiple evaluation indicators.

Key Words: Deep learning; Feature fusion; Model ensemble; Malware
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Validation Test
Feature Accuracy Logloss Logloss
byte-frequency 0.97571 0.26654 0.15397
asm-image 0.97856 0.17984 0. 18866
4-gram 0.99033 0. 12090 0. 13889

3.4 HEERINGIRE
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Multi-input 51 1. 0000 0.0034 0. 9989 0. 0025 0.00883
Stacking 83 0.9999 0.0015 0. 9989 0.0038 0.00867
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Multi-input 0.9954 0.002045 0.0249 0.013342
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Model Logloss Accuracy_std Accuracy std*>  Logloss_std Logloss_std*

Concatenate 0.006538
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Stacking 0. 008678
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