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Adversarial sample generation technology of malicious code based on LIME

HUANG Tianbo, LI Chengyang, LIU Yongzhi, LI Denghui, WEN Weiping™

( School of Software & Microelectronics, Peking University, Beijing 102600, China )

Abstract Based on the research and analysis of machine learning technology to detect malicious code, a LIME-based black-
box adversarial examples generation method is proposed to generate adversarial samples for any black box malicious code
classifier and bypass the detection of machine learning models. The method first uses a simple model to simulate the target
classifier's local performances, obtains the feature weights, and generates disturbances through the disturbance algorithm.
According to them, finally, the way modifies the original malicious code to generate adversarial samples. We tested the
approach using Microsoft's common malicious sample data in 2015 and the collected benign sample data from more than 50
suppliers. Firstly, 18 target classifiers based on different algorithms or features were implemented concerning common
malicious code classifiers. And their classifiers' true positive rates were reduced to approximately zero when we attacked them
using the way. Besides, two advanced black box sample generation methods, MalGAN and ZOO, were reproduced for
comparison with this method. The experimental results show that this paper's method can effectively generate adversarial
samples, and the method itself owns various strengths, including broad applicability, flexible control of disturbances, and
soundness.

Key words Adversarial samples; Malicious code; Machine learning; LIME; target classifiers
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1o BEE LA ST BRIV (W RLA , XU 2 ey F0 95 480 (1) F 7040 70 AR 15 BRI — 4k
I R HIHLES % 3] (Adversarial Learning) o 76 ACRYRE I o) B, FEFHLES ST M 2K 88
FE T X PURE A B I 0 T BE R AR S WGS9 10 o Rl AT 70 78 5% 2 AR G 0 () R () e Pt A A il B R AT
DA 05 3% Foh ok V0 T AR, B R o AR B EE AL X PN 2 T AT B X 1% O B e 1
T VR AR AR v . R FC N B RT DL I B iR B T AR A 2, A SR i B AT
A

ASHRE T —FEET LIMECHR ST FUREAS A 5 ¥ o 1% 5 V6 TR X AR S Bk AL S B0 15 1) 43 25 2%
A B UREA, JFEIE S NS &, iz EE T EHEE . B R iE s sh K
ANEIOE p o TRV 8 SE 6 R 3G AIE T 1% 7 VR R A .

1 HEX#HR

N TSR BRE A A I MEAMN AT B 4y 2R 48, RIS BT PR B A 00T, 4 ft B AR 2 ) ) 22 4 e
a0, FRATTEE G FURE AR A SRR . Ul & X Bt RE 77 B R FORE AE OdEAT T AR BIE 9T .
1.1 BZERBITHERELEAR

XTPURE A B A N S DL AR 2% o) 7 RS ANFEAS, 5 3 /0 KA B U N 7= A4
BRI S5 R . 2013 - Szegedy SFM2E #2228 151 Y TS S5 N4 HY 1 M ) In) R IR, 2 S H Ik
TR I G AR 7 2218 R DR O B S R R ORE  a R AR AR PRI, BT B & T, BAEEA
Bl Z N E.

2017 4 Hu 42 H T MalGAN, & — Pt xh b s AN 4 SR 2 1 B B Pt AR A 7% . A%
J7iEAT DG — 2548 B One-Hot &) (A O F1 1 PFFEUED HFAE A0 2 & 7 2888 28 O fU ke A

[{4F, Chen 251514211 ZOO (Zeroth-Order Optimization, FEMriiik) ik, & —FIETEMik
il TE H b5 53 838 80 FE 2R A2 o LR AR ik . BT AR EME, 200 W2 —MEBEETE, A
ZOO L& ah Il St 2y

ANIEAE 2016 - Ribeiro ZEPHEH LIME (Local Interpretable Model-Agnostic Explanations, %0
KRR BT, M EBEATERMTE (Model-Agnostic) o 5 3 & {5 FH AT fif B 1 ] 5 45
AR RAEL B R, T HBENAE 2 80, HARE (TEE AT A KBS (TR NY)
4 HAT LA — A Ty R R SR 220, AT 3 ok i B TR g R Ry S O ARRAE A B o X T 45 € 1) H AR AT f
MmN & X, LIME J73k ] DALE f 1 ey 45 FH fi SR AR A0) H AR A B 1) Sy S0 PR o, AT HI T x 4590
X R R E, /EEN T E —HS X MIERE, A z ARIEITRAE. LIME X RHIE
X IR £(x), i FARIE:

&(x)=argmin ¢ L(f,g,I1,) +€(9) e

HhgeG, GRHTHEMERERME RENES, @F OB RSN, I1L(2) 3T
B R EVREE z A X BRI AR . Q(Q) HIR#T & g R AR tE AR T ERAZ ), Xl H BT
1% FH B fe AR, {9 ke FH e SRR, SRR IR BE R S R Q(g) I EE R R Lk, HK
A g 76 X BTl f AR, BAURCRGBREE, 0L AR/, L — ARSI

L(f,g,11,) = > I (z2)(f(2)-9(2)* @)

z,7'eZ
FE L,z A0 XIBR RN, T (Z) 8ok, Wi id, & o, REMEBRK, Wi/
e, XA R R B U g 7 X R B SRAF B OB CR T L(F, 9, T1,) +Q(Q) Fe/h, R R
RN A AT e 1 5 ROR B - AE#E ] K-Lasso BAIE S k MRHE GEX IENALEEIE) , RIGZET X
X (I BENLI BN AE il — L, AR e i /Mb L(F, 9, 11,) +Q(g) I BB RER g, &/5E
Xt g S Kw o Hr Bl al 4G BURFAEBCE, Bl g RAVER AR, g IS WU B T RN RFAE
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BCE . iR kW BRI S, BB AR T A REAE . BT LIME J7VAE R T %A X H
FRBERUSAT B B 20, Bt DA R I 75 i B br B R Bk S 4, B Bl TR B R a
o RR TR Jey B a7 SR R L, RO A R, X R AT BT IR BURE A iR A LIME 1)
JE A
1.2 M THEBE SR

FER R B i 5%, 75 BN Mol 5 20y B 00 S E ) Al 61, AR SCR A Stokes SFDTIF R
15, BUERAE 2 N IERRME (Positive Feature) Fl1Hi4F{E (Negative Feature) : IEHFERRNEEA A FT
1553 238 HI BN BARID I HRAE, IR SRR IE AR R ARRB AT N SUARRIE R R B A G R T8 25 2848 )
WA R AEACAS P REE . Crandall 08I HY, Moy 35 @ W R UL SEmE, 0 F & ARARHE 1 07 =Rk 21 i
T EE BHAR, Mok A fe 7 M B IR AE B0 I SRR AE . 7B MalGAN ik, RIEE# R BRI
BRAE, ASBEMIBREEAE, M ARIEAR S EAE AR AR P AFAE, (BB AE (B AT BR 1), A
B RS AEEAR A B XS P AE IR A . Inigo Incer ZE0OMii F 1 5 5 1T BE 0 R iR e pr 4 £ 1)
GANLE 2 TR, TS b — RIVEFE A S FEPEAL R T 145 O5OR 75 2 187 S AN 19
M A 72 B 38 IR HURE JT o A T8 ] 1% S8 2850 (148 e db A7 VP A B, PPl 00 b v i/ R 1 . 8K
b, TGRS RRI T R E, RS VAR AEAE D, R TT DA e SRR, T TR
NS AN B, B s, WHEEA—E SN ENKEB S, KE R M RHE
AT B KA I X PUREA IR, 1 Xu 258 N POt — oA U5 BURE A 16 73, 4 e 9 m 281) 5 B
A EIARAT F B S AR AR AR 2 — o

BT LR W, v LA EE IR R A 5 KA B m il — Xl , SRR TREmRS
5, BA—EMNREME. 8T IFREGEHEX PRI ik, 75— 0 Bod F5 8 SO A it
o
1.3 HAREMILIE

i # 75 68 77 R0 AR 6 B 3 0 JERE AR AT 4B o, AETRUE BT AE AR PT AT I RTHE N, B IR TR A
SIEFEAR T BT INREME, BIRIEXT PR AR A 2 . — BB i FE o AN s 3 SR ORI
TRALEE o 30 $5 A 0BT IH AR A I 22 S AE v AR ) 2 3ROR 0 R OR R, I B A8 oo 18] 2 SO R
R A FIRAR RS DAY AL A AN S At 4 A ) FE R S IGE AR AE o 380 T A BE SEBIE XU G R )R SR F)
AFAT SO AR, ] DL I3t ) AR 1 7 SN R (8] SO o9 vl AT SCfF, B2, RS HU B
W S SRS, T T 4 R4S ) AT AT SO

JE I B I R AT AT R R S SORE A I B AT BRAS 2 BRI AR R U AR . TR I NIES)
RS, HTMREEE X BURE . HFRHIET LIME m8tsh 77 U se .

2 ET LIME (EBERBMERERTE

2.1 EF LIME BEERAEITMERER LR
SHFEA R A BT R EEAE 4 DS /I (A #54y) , Bk (B #4y) , WiniERE (C
R4 FNEGAESR 4y (B N7 L) .

B 15T LIME % AU 2 J8 0 ke A2k i ad 72 18

Fig.1 Diagram of the generation process of anti-samples based on LIME malicious code classifier
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T2 FURE AR AR 7 1 P g 1 ) R ] R A
f(x)=maland f(x+r)=ben (3)
g(x) =g(x+r) @
Hrrmal (Malicious) FEmAiLr 24525, ben (Benign) Fon R HK IR, x 2 H
oy 2sas f N, TaoBRARM P REEE, r2xt X K430 (Perturbation) . BR% g R
FERM EZERETIIRE, g(X) & X AR FEZER T IRE, g(X+71) B BoUs I EEZRT IR ERIE
ABSIE SCRIRTHE R, A0 H AR 2 R8RS B AR AR RN RS . X B 1 8 4 ASBEE g o B AR IR
_F:
10 %R, E G RRAE TR SRR A RRAE, R0 H AR 70 2848 f B0 R85 2R, 445 3 ben i 45 K U7
%, ST 2
2. hah, AT LIME MPETTEER— D r, w2 f(x+r)=ben, ABLIN#ENT
—, RGN T7 DR A R
3. WA E, MR r B A A ARTE T, Ar R 2 mT RE IR AT U RN BURE A, A A PURE A
FGHATEE LD IERI, RIRERS IEH 45 R 7k, MW AT Re A i RE a, R A AR S A
4. WAEE R, WRESUE MREARN 2 A 4, HREUIE IR 7 IR, FERe A 2R
Met R ben, MEIE@E, 45H 7%
2.2 BRI
AR SEI, BAERAN T PLsh S MPsh 7 . Pish i & Rl 7 Bh & EE R
AR WABFEA, HARFRAEAR R EINREALR IR ST, Phahw &k, B ae hisg; by f5 e
T T BEARRRER S, ASFETE AR AR SRk, T LIME BRGS0 RAEAERE
FEAKL I R BRI, AT A A8 S MR FEAS 73 S () R BERRAE . SRS (EH — DM EBhEE, ERIEA A
FEAR EERR T IR A I, A8 G 70 S BRERRAE
221 HiEhEE
P E R, HTRIRER € Bt 5 T BaE & A NEE /a7, k2 fiee ) —— B #
FEA PR SA WABERE AR, HAE UG IFEAR DR FE AR FE R PR AL RE /1. UF 2 R I — I
fﬁ:
R={(d,,s;,5,) |51 <=5;,,d; €[0,10}, ©)
Hpk MEREE, d.. s, fis, R H. RE—ANK*3MmE, A&k AMEhHN, ith o
50 MBI, E B EE R IR — FRRAE, ok SR I AR R AR . AN T R
WR—F A CRRAE, WIS FAAA 0§ XS AR T AR S S dE B b B sORME A d KR, d BUETE
[0,1] 6], Witk A RRAEFERFEM &R —3k m 48, Bihd BB o A FRE4EROR AR T m*d, s 3R
ITH s ik our BARFEAERHE B B RE 71, Ao VR AN RHEE WG B P 266l Bn s, 1X B s, Fl s, IR
iR s FEBUEERE. Hs, 5s, e, XIHE[s,s,] RaXf A R, s BUERNAES,,s,] 5 H
o XA A AR HRFAE I T Uk 3 (0 B0 AR TR I BT e « IXFEK N RN 25 & ek,
iR 7 R B RBITEE . B fe R e T oA, R BRSO EOR s RHMEBAE Z 28 R
FoR (170 B B OK
222 EF LIME #ish Ak ]
Pz 7 e e 7T RARRHEME . &M LIME J7ioR Mg HE i g 0L w. 7E LIME
7 R B B AR AL g SR B AR 4y 2848, X B DR ], A g(x) Rl AR IR A
9X) =@ X +@, X+ @y X +...+ @, - X, (6)
o={@,,@,,@,, -, @, } & g MBS FH K-Lasso Hikig# k MEAE CRITIEN K , K5



TRIEE ET LIME BB R A PURE A R 5

N

FTX x BBENLIESh A B — I x B8, AR XA B A b MEBi kB L(F, 9,1T,) » WTRL
BRI g o, H o PERRREXKIRE, A wW=0n, INIMRMEL W, R k #83CE E
LR S5 A 2R A5 2T R AR A B

1 RIERAII LY

Table 1 Perturbation algorithm

Algorithm 1: Perturbation

Data: w = {wl, w2, w3, ..., wm}, distance, R

1 r« {Axl, Ax2, AXx3, ..., Axm},Axi =0

2 U« {(1, wl), (2, w2), (3, w3), ..., (m, wm)}
3 sum « 0

4 list sort|w|(U) // Sort by absolute value of wi
5 if not list then

6 return fail // list is empty

7 end

8 while list do

9 i, w « list.remove(0) // remove the first element
10 AXi « argminAX,AXER Ax * w

11 sum «— sum + Axi ¥ w

12 if sum <distance then

13 break

14 end

15 end

16 f(x + 1) «— ben? return r : distance « distance * 2, go 5

HBEEFRBE W J5, FERYgE W sh FEE RN a a0 3, 4 ks r, HEGEERE
A DATE NS B0 RE 2090 Bl S REA I v X . AT Beoy KA 4 0 BLAS BEAE0, 1]IX (A
W, LLOS N5, 0 RREZEHBERDeNFEA, 1 RREH AT Emal FEA. —ANaIEHa)
r K R BV IER 1R

Yo 2w e R0 2 4y 28 4% f KD BOFE A X 19 E {5 ¥ confidence = f(X) , X T H&EFEA,
confidence 7£(0.5, 112 [l T W & &R, Buili# i 20 X Pk — 2 4E 5, 7244 confidence
WA T E B, R MR AR VE 2 AR . B g IR A L, A
gxX)=w-x, Hg(x+r)=g(X)+g(r), KA g(x)&xf f(x)KmMmain, S s g izl
% confidence, FTbA—f&i 2 g(r)=w-r<-0.2 Biaf, 7EHRES r M4gEER, i TFwEegm
LIME 773K, A DU B0, $BUE ORISR0 I B 75 60 A SCRFAE fi 1 7 & R BESR &
B ki Sl 4ERE, ATH AX € REIRMFEARHERT AX 2576 R ZREe, wk
FFg, Ak 4E R .
3 KIS

NT WAEARSCHT R H T LIME B0 ST AR A BT 2R, 43 AT S S48 Aon) bE S -
ke S H 30 A SCO7 VAR H AR 70 2848 BB ROR . 0T EESEEG H T M F] SR 07 VM LU B, s 4h it
VIR 770 AT BRI, BUEE. YA Hir B8 W 8 DU S5 it
31 RIINE

22 ST, BB

Table 2 Hardware and software environment

WAE: 16G
TR CPU: Inter(R) Core(TM)i7-8550U

IDA pro 7.0
lime 0.1.1.37
keras 2.3.1
AT RS python 3.6.3
tensorflow 1.15.0
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numpy 1.18.1

sklearn 0.20.0
adversarial-robustness-toolbox 1.1.1

SIS IR AR A AS B R 2. LIRS R A A Python3.6.3 SEEL, TEEUIRAENERIATIER T
IDA pro #2411 Python2.7.17 JHIA AT H2 1,78 IBM #2451 adversarial-robustness-toolbox flH, #3& T
VFZ N THLEE 2% ) o R M BGE 5B J5 vk, XARASCEMHTK 200 Jiik, AN S E 4 A
) LIME J5 ¥4 3 34 7E lime (.

32 HIE&E

ASCWAE TRAAHAZ K Win32 PE U, X P4 SR e 7 S T e R, X TR PE
A, FRATTERAL FH L IDA pro g AE BRI ASM SCAE SRR PE S0 RIEREARIET RSt Ee 4 i A
ninite®122 24 (1] 50 2 AN RS 1R FH B, 18 1T A 25008 G 2 > R 1 5 0 14 90 7 A SR IR 1 ST A 1240,
TR BEA LS K B Ramnit, Lollipop %5 9 A% ACHS K1) 10868 4> Win32 PE % F2 /5 X B [f) ASM
SO, XL SR 2015 R ZE 7 Kaggle b RS 2 1) £
3.3 iFfhiEtR

R Mo 5 A B R AR A B B AR, KUUE NN PIREARS, #bs iR REREA, Bk Al e 1)
HRHMR TPR Z ZM AR RO PIREARRILLE s AT EWEE, BATKEIERERN TPR 2 % 5 Xl
) TPR Z LN RT3, RomN ASR, WA ASR=1-TPR,, - /TPR, , : Bk L&F iR
Gby R TRRIEBIR ), ASCRAAESZE ACC KV B &M H bR B ay, ORI ER 2 90% LA |-
I AN SLLS . K VP B PR 13 3 Fas o

% 3 VPMHGEE

Table 3  Evaluation indicators

PG TR bR A
B EZ TPR TPR = TP/(TP+FN)
HEHiIZ ACC ACC = (TP+TN)/(TP+TN+FP+FN)
Bt )% ASR ASR = 1-TPR s/ TPR sty

NF IR TTE RO, BAR > BAARE A FH i SR s AE 2 5, W20 18 Ay, Wik 4 Pk,
FILMRE R . W ZAE M4 857, A% LR, RF. SVM. MLP &k, FREETE: AP,
opc-2gram. opc-3grams.

*® 4 HirmpEB[KE
Table 4 Target classifier settings

#ol API opc-2gram opc-3gram
LR #1 #2 #3
RF #4 #5 #6
SVM #7 #8 #9
MLP1 #10 #11 #12
MLP2 #13 #14 #15
MLP3 #16 #17 #18

W ES alg Ko, FHFR%ES fea £, alg 5 fea i R/RM, WA 12 MEHFEMAEG (£
4 W#L~#12) , H—MTHwsRR —MAE, fln#l 58K (API, LR) , AR APl FREM
LR By INZRI— AN 3288 . HREFIET MLP KB RR 5 B2 2 B0 F vl BE A AR BRI i 22 57, AT
STH10~#12 S RBMBINEE T 2 AR ZEM 5258, R s 18 A By 2kds.
3.4 gt

Y seie fp B B AEARIE A 60%H T Hir 0 K004, ERAN 40%H, 7F 9 MEENREE
A BEHLERL T 20 MFEAS, FRATHIX 180 MEARFR AN B LA, T4 ot B2 ST Bk 4 .

1 A SC IS UREA AL O 7%, A B3R 180 NE BEA X BT A SR M 5 — AN B Ar 20 2588
BN BRI KN, 241305 K /N-TPR B $ish K /N-ASR K, LISREASF P 5h 5w N I3



R

ET LIME B985 E A0 PURE A iR 7

TR . NP R UUIR ), A SO TR SRS E I MalGAN Al ZOO X AN S it 1) 22 & X it
RERAROT I, £ RBGEREAR A PIREA, Wah#l, #4. #7. #10. #13. #16 54034, i3 TPR ¥

oA JE ARG, FF 5 A SO iR AT X e A
35 XBEHR

- - - - F svm MLPL e
100 P —'E,,-as:a--_-_.
2
i iy
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g8 ) o
g f
L3 9. & r
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A S
0 T Ra s s 0
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HanesEor AL O
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100 —————— e
m\\ ’ PR
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AR D HahsEor
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1 —_—
r——— = g
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21
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MO EEBEDr

2 ZFFAER Dr-TPR &, Dr-ASR [
Fig.2 Dr-TPR and Dr-ASR of three characteristics

2 NETARIINLEE (D) ARIPOREA, Yo & Bhs 2888 7=42 0 TPR 1 ASR 17481k
K. =47 B2 % N ASAE APL. ope-2gram. opc-3gram ) TPR A1 ASR B, #F TPR &, A LLKH
18 MK 4811 TPR ¥IFE R T a3 0 /KF, BIFER @ shRIME LT, A7) LT 100% 5% I Hh K
AL B BB 7 8% .
XTEE SIS Al MalGAN Al ZOO AR MU FEA I X PLkE A, Buii#l. #4. #7. #10. #13. #16
SR BN RBERAR, EHSHMAER, AR TEFRENPEAESRNSE, &

2R, 4ia

ARILTTRIC B 5.

#5  APIRHIER)Zr 4%, FPATERTPRY H#R

Table 5 API feature classifier and TPR comparison table

PE/IRE S R b e b JAEL DK AP
HERTE #1-LR #4-RF #7-SVM #10-MLP1 #13-MLP2 #16-MLP3
ToBraint i 89.44 98.89 95.38 9222 95.56 95.00
700 57.78 91.11 61.67 69.44 72.78 70.56
MalGAN 0.00 1.67 0.56 0.00 0.00 0.00
K TVE 0.00 0.00 1.67 0.00 111 0.00

M 5 AJLLEH, MalGAN FIARSC 7 iE# B AR FIRCE, HEdh SO AL O TPR [&F|
i, HFFEAHLD . ZOO fEsiah RIALE, B EH TPR #FE 50%LA F; MalGAN H4#1. #10.
#13. #16 5 KARM TPR [£3] 0, #4. #7 S 70K48M TPR (&3] 1.67%H1 0.56%; A J7i2f#1.
#4. #10. #16 S0 %80) TPR P&3] 0, 1M#7. #13 S028%80) TPR 25l F] 1.67% 1.11%. N T
HE— B XF X 3 Aok, BATHE T 3 RO kA B Pk A AR 5 1) 2 5 .
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6 RN BB U A S P B e
Table 6 The average perturbation dimension of the adversarial samples generated by MALGAN and LIME
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MalGAN 2831 23.26 102.87 24.70 35.14 29.45
AT 9.56 11.62 43.12 15.47 13.39 13.92
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