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A method of filtering the attack pairs of adversarial examples based on attack
distance

LIU Hongyit, FANG Yutong?, WEN Weiping*™
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Abstract During the generation of black-box adversarial examples, an attack pair is usually specified, including a source
example and a target example. The purpose is to let the generated adversarial example only has little difference from the
source example, but its classification is consistent with the target example. Aiming at the problem of the instability of
adversarial attacks caused by different attack difficulty of attack pairs, taking the image recognition field as an example,
firstly, this paper presented an attack distance measurement method based on the length of the decision boundary, which
provided a measurement method for the attack difficulty of attack pairs. Then, this paper designed a filtering meth od based on
attack distance of the attack pairs, which filtered out attack pairs that are difficult to attack before the attack starts, so this
method can improve the attack effect without modifying the attack algorithm. Experiments show that compared with the
attack pairs before filtering, the filtered attack pairs improve the overall attack performance by 42.07%, improve the attack
efficiency by 24.99%, and stabilize the variance by 76.23%. It is recommended that all methods of generating adversarial
examples using attack pairs should filter attack pairs before attack to stabilize and improve the attack effect.

Key words adversarial examples; black box; decision boundary; filtering; image recognition
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Fig.6 Influence diagram of R’s value
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