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A Code Obfuscation System against Symbolic Execution Attacks
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Abstract: Symbolic execution technology has made great progress in the areas of
assisting the discovery of software vulnerabilities and software de-obfuscation. As one of the
most effective means to protect software security, the existing code obfuscation system can
be hardly resilient against symbolic execution attacks. To solve the problem mentioned above,
starting from the function extension of the obfuscation system and the weakness exploitation
of the symbolic execution tool, this paper enriches the synonymous instruction replacement
set and the identical truth predicate set, and designs opaque predicates to obfuscate the
control flow and reinforce the branching conditions of the software, and proposes a code

KimBEHEI: 2021-04-05

ELWE: BRAKHFLEE [61872011)

TEE/N: H-F (1976—), F, #d, #ig, ¥, TEHRTOAMSLEETE. REZTLRHAI, TERDBIR, FE4
G e TR TR AR, 7% (1995—), %, dric, MEAtRAE, TBHRTOAME LR G %h, FReW%4t; »HT(1998—),
B, ®#, MERRTE, ERARTOAMNELEZARTE, =5 BERA(1997—), F, 1@, MEARLE, TEHRTEHANLS
BIE1EE: XH-F weipingwen@ss.pku.edu.cn

17 |




IR

2T 02021 4255 7 4]

obfuscation system that is compatible with multiple programming languages, scalable, and
can resist symbolic execution attacks. The experimental results show that this obfuscation
system can induce symbolic execution tools to enter unreachable paths, or protect some
right paths from being explored by symbolic execution tools without changing the original
functions of the software, so that it can be resilient against the attacks of symbolic execution
tools. Compared with traditional obfuscation systems, this system has obvious advantages in

combating symbolic execution attacks.

Key words: code obfuscation; symbolic execution; opaque predicate; OLLVM
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