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Abstract: Most of the existing code obfuscation-golutions are limited to a specific programming language or a platform, which
are not widespread and general. Moreover, controlglow*obfuscation and data obfuscation introduce additional overhead. Thus identifier
obfuscation method was proposed based on the Low Level Virtual Machine (LLVM). Four identifier obfuscation algorithms were
implemented in the method, including random identifier algorithm, overload algorithm, exception identifier algorithm, and
high-frequency word replacement algorithm. And a new hybrid obfuscation algorithm was designed by combining these algorithms.
Firstly, in the intermediate files compiled by the front-end, the function names, which met the obfuscation criteria, were selected by the
obfuscation method. Secondly, the function names were processed by using specific obfuscation algorithms. Finally, the obfuscated
files were transformed into a binary file using specific compilation back-ends. The experimental results show that the LLVM-based
identifier obfuscation method applies to LLVM-supported languages, does not affect the normal function of the program. It has a time
and space overhead within 1.5 times and a stable degree of identifier obfuscation with an average obfuscation ratio of 77.5%.
Compared to existing random identifier obfuscation methods or overloaded obfuscation methods, it has low performance overhead,
high concealment, and wide versatility.

Keywords: software protection; code obfuscation; identifier obfuscation; Low Level Virtual Machine (LLVM); obfuscation
method
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FH TR BUR TR QIR RO T R M A R IE
Sk, ETNENS & LT TH 2R, BRGIRIEE .
BP0 LLVM Pass SCfF,  Ho6F IR SCHFEATHRAE, 2E
BALA G B IR SCHFBLIRZRE H
$3% 1: Identifier Rename
fN: LLVMIR file
fith: obfuscated IR file
necessary initial work for algorithm T
for global variable in module; do
global variable < T(global variable)
upgrade whole module
end
for struct_type in module; do
struct type < T(struct type)
upgrade whole module
end
for funcname in module; do
funcname < T(funcname)
upgrade whole module
end

FOE 1T T RIBR IR E Ar 44 759, B FEREN LR IR

P EE X RS, 8 LLVM $24E 1) APT 45 4 s 5 28
R I AT R0 W

WFEBIPMNEL, BEZM—5, FNTE C/ICHHFF
TE4ME (name mangling) AL, KOECIEEEENT, Soext
MR AT AL B, R 2 RN AE O A IS B Y e B 4
TR, BJE, BEE—X, TRETEREN, Piik)E
BLEATRI R A BB T R AT

2.3 1 FEAARIR ok

BENURIRAF 500 IR D IRE SR A BT A bR IR AT, B fS 18
B e SO BE LR B AR AL BTG R U B B AR AT
R4 . A BEHLER BOE I FEHLIE IO /NG 7 BEATR Rk
SERT, BENLA A R X AR08 CBIR T R/ (ngi—ik
B 11 M5 jK2i0y3yewe) o

XOHE AR R B U RS ik #F avi-tree
( https://www.geeksforgeeks.org/avl-tree-set-1-insertion/ ) 1Y
. WA FEREHTEI IR AP SRER, GilHx
RBAERWME 1, B EEZCR RIS Wk
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FE RIS . (/2019 4253 ARy A BIGEHE A
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%2 FvR.
9% 2: Overload
#N: LLVMIR file
Hith: obfuscated IR file

necessary initial work for algorithm T

-
&

functions < all function name in module except main
vect<Function*, string> < mapping function pointer to
its real name
sort(vect)
for 1 =1 to vect.size; do
funcname = vect[i-1].second
if vect[i].second != funcname; then
Replacename(vect, 1)
end
upgrade whole module
end

FL 2 hHIEA AR B RRIE N R IER, EAREHE
T FRIRFF S BE T 4 S Module Pass #H4TSEIL, TR
FREUEHE (module) J& B JeT x4 /AR & A B 2 g5k ik
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A, AL KRR BARRIRIE IR, G0 SCRR[35 1K AR
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#1109932 Hizk B, H/aIIRE 1071 WE ARG 7R EI%
Ho XFHRiRfF8E RS, SePl b #h7e T RIZ M
HREATY R, HRIREELEYEE, Rk,
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AR RJSRE 7 0 B B0 SOR A AT AR ORI, 3T 5] i
BREE B RINFR AT, A2 RBRPR IR, AR R
FAS R o SCHIAR IR AR AT & 4, TR A3 A A = B TESERR
KA FRHIATES, FRERE A HT A5 . X BAERHn
AL A T ARG SR BRIk R AR IR R AT A 0

BB TCSERRE R IR IRAF, FRIRIRT ARG MK
AU AT H B A LA IR B R, (A RR A 5 )
TIREAFIEIR R R NSRRI Bk, “HE SO
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CREIE BRI PIORRRAE, DUBA B,

S RRERE 20 THT T UA RIS (A,
) BRI, ST RIS S BRI
I A A=, i VUM RSN, TRATLURI S
S CREE e KRBT RSCR sy 00 LR STURERRSTRN.

* LRBBRETS
Tab. 1 Identifier algorithm demo

[ReEH FEAARIR T E SHRAEHREE | REWRFREE 1 | FERAFER?2 BEHANMEE
QUL S SBEER SBEER QUL S LIBLER
height(Node*) ieqitsHnYrg took export - newNode(Node*)
max(int, int) e42sWLoECD9 london short newNode(int, int)
newNode(int) m34nK7081V0 tech operator newNode(int)
leftRotate(Node*) q7U24yHN4W2 later long leftRotate(Node*)
insert(Node*, int) msauw40i8tj rich auto leftRotate(Node*, int)

F: FERRAFEL 2 —JIBBATRKENTEL, BTHRRTEREEK

234 EHAMNEL

HPAGNHE: A A A5 5 BB AR IR T
T4, HREFEARTREZIMEL T SRS HEER
SR

HRHNFEAR T LR B8 B, FRE R
Ferp B e A, 0 AT HEY, ARE S HCE R B E A

Fi%ﬁﬁ%%ﬁ%ﬁﬁﬁ%ﬁ?ﬁﬂ%%%%ﬁﬁ%@ﬁ&§}

FEFF A LUK S 7 00 H bR 8, A5
MIIEFIEAT, T2 AHEX > e %, XAt Al
PR AR 1 o

AT =R SRS, EREEIF A RN T A
BREA AT IR, SR EIRRE P IR AR IR AT B

HTPUARRSTIE, XHRE N AR IR SR At 7 — R i IRy AE
71, N T BRI IE R R A 2, AT DU S
ITHRBMAS, HRGIRRFTRE HZE.

GREELib)

23 5REFFAFERBE L

BT = F R0k AR IR BIRSIEFR IR FF I H 1, (H R AR IR
IHEA X 43R T BRI 90 BARBRAR T X 43 B, (H2MHK I
TRE TARRFFIE S B T AR A I AR IR E
Rk, WASBAERRBICR, K ERNUMERREMEH,
2NIRE VRN FHRIB HIL

WRAUR BN A FE AT S, Qnwr =R
TIRVE G, BT ERIAERIRE W LIS B AT S0,
{B{# F IDA (Interactive DisAssembler professional) Z5i¥i[a] T.
BT A B, SRR Z D E NSRS E, Xy
AHIF T ER BRI S 2 AR X 43, B LA T 352880 T IDA i
FERIBLE, TER PSRBT IR A IR, X /T = Fh ke
B, HEAMSEIE], A R A FR AT AR, TWifR
BIEARNZHINRER, Tk, FHERDNEEET

ARRE, LA, —J7IHROATRINE SRR 44, SR AR — R
FOUERRCR: H—TJ7H, B EESE— D PRIR RAH) i 4
SR, ERA T EEERIN A
%% 3. Mixed Identifier Rename
N RLVM IR file
5@@ obfuscated IR file
‘a’n.itial work for algorithm T1, T2, T3, T4
Ti < Randomly select from T1, T2, T3
for global variable in module; do
global variable < Ti(global variable)
upgrade whole module
end
for struct_type in module; do
struct_type < Ti(struct_type)
upgrade whole module
end
for funcname in module; do
funcname < Ti(funcname)
upgrade whole module
end
carry out T4

B3, ERYIIR L TIAR, TR AR IRAT, 3R
R 4 FRE A B RRE N R AR5, IRAEsh A R BE
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JRACE . SRR R B BRI HEATIR B AL, RN R
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X B BRI B G ORE R, S, BT BHE
{1 R K A PRl — P IR AR, A ety B AR R
PRRFHE R BUATETRIEI B8 KAR RSB e, A
WOMFIZ AL EE, BT LS B RS LR TE R
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Fig.3 Mixed identifier algorithm process
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Fig.4 Performance Analysis
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