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Control flow obfuscation scheme for LLVM intermediate languages
LI Chengyang, HUANG Tianbo, CHEN Xiarun, WEN Weiping

School of Software and Microelectronics, Peking University, Beijing 102600, China

Abstract: Software security issues are becoming more prominent in the post-epidemic era, and code obfuscation as
a mature protection scheme provides the possibility of cross-platform use with the help of LLVM. However,
LLVM-based control flow obfuscation algorithms are limited in terms of protection strength, on the one hand, the
existing algorithm model is immutable and lacks structural innovation, On the other hand, the obfuscation pro-
cessing does not take into account the fact that attackers can base on the basic block, Therefore, two algorithms are
proposed: firstly, nested switch obfuscation, which breaks the inherent flat processing model and enhances the hid-
ing of the hopping amount by reconstructing the switch structure internally; secondly, indegree obfuscation, which
adds an anti-entry degree analysis strategy to the false control flow to circumvent the false block by changing the
indegree of the false block. The results show that the obfuscation method can further reduce 58.67% of the basic
block similarity and increase 64.44% of the jump instructions compared to the existing control-flow obfuscation
scheme within 1.5 times the temporal overhead.

Key words: software protection; code obfuscation; control flow obfuscation
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Table 1  Nested switch obfuscation

Data: IR files, caseNum

1. Iterating through the basic blocks in programs, noted as the set originBBs
2. getting entryBlock and exit-

Block, BBs = {x| x € originBBs, x = entryBlock Hx = endBlock}

3. generating loop structure, embedded switch-case in it
4. for ( BB : BBs){ // attach case value

5. mapping case value to BB

6.}

7. for ( BB : BBs){ // reset jump case

8. succBBs «— successor blocks to BB

9. for ('succBB : succBBs ){

10. iCase <« case value attached to succBB

11. storing iCase in BB and perform basic block jumping accord-
ing to iCase

12. }

13.}

14. for ( BB : BBs ){ // split case value and generate new switch
15. continue if BB is the default block for switch
16. iCase <« case value to the successor block

17 low, high = split iCase according to bits

18 generating new switch containing caseNum cases

19 in the basic block corresponding to each case, random generating
arithmetic and logical operations for low and high

20 reorganize low and high into iCase

21}

Algorithm 1: Nested switch obfuscation
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Fig.2 Indegree of bogus control flow
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Table 2 Correctness of algorithms

AR 0.74 0.55 0.99 0.10

F 4 HE switch 5IFE SR AHUE
Table 4 Similarity of nested switch to source files

SRS F¥9ME f/IMHE R AE brifi
FEAR AR R 40.48 15.10 100 20.81
B SAHME 2058 4.00 100 23.17
PRI 32 72.63 52.40 90.80 9.20

A RAE L 0.58 0.40 0.99 0.14

%5 RE switch+ ABEIRIG 5 IHSCHFRUARTLEE
Table 5 Similarity of nested switch, entry degree obfuscation
to source files

ARSI THE R/MA FRAEH brifE2E
FEA YA L 31.31 1.1 100 18.81
B4 4 AR 14.43 2.6 100 19.20
PRATAH L S 72.63 2.60 90.80 9.20

R RAH L 0.51 0.36 0.99 0.13

TRk A IR AT BT S AL IEH AT I SO
OLLVM JsFfk 124 124
A switch IRVE 124 124
ABERYE 124 124

PR A SO AR IR G, PR 5 i
AP B . PRI A RURE FIAR T R VA S AR
RLRE R LSO i S R VB BCR e bRz — . B, 8
BinDiff 7EFLEAEGI, XF ik 0E T4t & 3
J& OLLVM IR I 5 TR PRGE A R, 3£ 4 2 E switch
TRVE G AR RGEITA5 R, 2 5 2 E switch FILA
JEIRE G AR ge it 4R . M ABEIR A I PEFIAE T
X LS HURI R R R i Bk e 06 RFATHE AR, IR B Ay
W77 B 1A ollvm —%, PR HAS- PR B0 A5 51
AIAR L #EATSE T

# 3 OLLVM IRV U5 IS AR L EE
Table 3  Similarity of OLLVM obfuscated files to source files

OLLVM Jii -1k SEHME /M RME bR
FEA YR 68.10 40.60 100.00 13.17
BREIR A AHBIE 3565 12.40 100.00 21.84
BRI EAH LS 72.65 52.40 90.80 9.18

6 https://github.com/mandliya/algorithms_and_data_structures
7 https://gitee.com/Icy20/paper_data
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