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Improved instruction obfuscation framework based on
Obfuscator Low Level Virtual Machine

WANG Yayi, LIU Chen, HUANG Tianbo, WEN Weiping*
(School of Software and Microelectronics, Peking University, Beijing 102600, China)

Abstract: Focused on the issue that only instruction substitution with 5 operators and 13 substitution schemes was supported in
Obfuscator Low Level Virtual Machine(ollvm) at the instruction obfuscation level, an improved instruction obfuscation
framework(InsObf) was proposed. InsObf, including junk insertion and instruction substitution, can enhance the obfuscation at the
instruction level based on the ollvm. For junk insertion, firstly, the dependency of the instruction inside the basic block of the program
was analyzed, and then two kinds of junk instructions: multiple jump instructions and bogus loop instructions, were inserted to disrupt
the structure of the basic block. As for instruction substitution, it was expanded to 13 operators, with 52 instruction substitution schemes.
The framework prototype was implemented on Low Level Virtual Machine (LLVM). The experimental results showed that cyclomatic
complexity and resilience could be increased by four times, with a time cost of about 10 percentage points and a space cost of about 20
percentage points, compared to ollvm. Moreover, InsObf can provide higher intensity code complexity at the same amount of space and
time cost than Armariris and Hikari, which are also based on improved ollvm. Therefore, InsObf can provide adequate protection at the
instruction level.

Keywords: software protection; code obfuscation; instruction obfuscation; Obfuscator Low Level Virtual Machine (OLLVM);
junk insertion; instruction substitution
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Tab. 1  Instruction substitution in ollvm
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a=b-(c)

f b a=-(b+ (<)
r=rand(),a=b+r,a=a+c,a=a-r
r=rand(),a=b-r,a=a+c,a=a+r

a=b+(-c)

a=b-c r=rand(),a=b+r,a=a-c,a=a-r
r=rand(),a=b-r,a=a-c,a=a+r

a=bhé&c a=(b"!c)&b

a=b&&c a=I('b|lc) && (r]|r)
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Fig. 1  System architecture diagram of InsObf
% 1. Dependency Analysis Algorithm SE S B Z AFEARA mainBB I HILMEAR, £ 780

B
Bt

while instList.size > 0 do

instList<instruction set in the basic block

resStack<—instruction dependency analysis results

inst < instList.getLast()

stack.add(inst); queue.add(inst)

while queue.size > 0 do
toAnalyzelnst < queue.pop()
deplnst<— searching forwards for instructions that

toAnalyzelnst depends on in the instList

stack.add(deplnst); queue.add(deplnst)
instList.remove(deplnst)

end while

resStack.add(stack)
end while
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startBB:
%1 = load 132, 132* @x
%42 = load 132, 132* @y

%8 = add 132 %46, %7

original3T3:
%1 = load 132, 132* {@x
%62 = load 132, 132* @y

%% = alloca 132, align 4
store 132 0, 132% %9, align 4
retid2 0

—

A 4

mainBB:
%9 = alloca 132, align 1
store 132 0, 32% %9, align 1
reti320

B2 HFoEFRREE

Diagram of splitting basic blocks

Fig. 2

slartBB:
%l = load i32, i32* @x
%2 = load i32, i32* i@y

br il %8, label %mainBB, label %bogusBB1

T ‘ F

bogusBBI:
%11 = alloca i32, align 4
store 32 0, i32% %11 align 4

%12 = load i32, i32* ax
%12 =load i32, i3 ;

%14 = add i32
%15 =mul i32 /13 /l

bril %20, label %mainBB, label %bogusBB2

T ‘ F

bogusBB2:
%20 = alloca 32, align 4
store i32 0, i32% %21, align 4

%23 = load i32, i32* @x
%24 = load i32, i32* gy
%25 = add i32 %22, 3
%26 = urem i32 %26, 2

br il %3, label %emainBB

mainBB:
%9 = alloca i32, align 4
store 132 0, i32% %9, align 4
reti32 0

E3 EAB MRS ERETRRNEE

Control flow diagram after inserting the

Fig. 3

multiple jump instruction
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3. while(i < bound){

4. i+=1;

5.}
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startBB:
%1 = load i32, i32* @x
%2 = load i32, i32* @y

br i1 %8, label %mainBB, label %bogusBB

entryBB:

%21 = alloca i32, align 4

%22 = alloca i32, align 4

%23 = alloca i32, align 4
store i32 0, i32* %21, align 4
store i32 0, i32* %22, align 4
store i32 10, i32* %23, align 4
br label %loopCondition

v

loopCondition:

%24 = load i32, i32* %22

%25 = load i32, i32* %23

926 = icmp slt i32 %24, %25

br i1 %26, label %loopBody, label %bogusBB1

T

| F

J

loopBody:
%27 = load i32, i32* %22
Y%add = add i32 %27, 1
store i32 %add, i32* %22
br label %loopCondition

bogusBB1:

%11 = alloca i32, align 4

store i32 0, i32* %11, align 4

%12 = call i32 (i8*, ...) @printf(i8* getelementptr
inbounds ([14 x i8], [14 x i8]* @.str, i64 0, i64 0))

%15 = add i32 %13, 5

%16 = mul i32 %13, %15

br i1 %20, label %mainBB, label %bogusBB2

bogusBB2:
%21 = alloca i32, align 4
store i32 0, i32* %21, align 4
%22 = call i32 (i8*, ...) @printf(i8* getelementptr
inbounds ([14 x i8], [14 x i8]* @.str, i64 0, i64 0))
%23 = load 32, i32* @x
%24 = load i32, i32* @y
%25 = add 132 %23, 3
%26 = urem 32 %26, 2

br label %mainBB

mainBB:
%9 = alloca i32, align 4
store i32 0, i32* %9, align 4
%10 = call 32 (i8*, ...) @printf(i8* getelementptr
inbounds ([14 x i8], [14 x i8]* @.str, i64 0, i64 0))
reti32 0

El4 FEAEREFESFEREFIRREE

Fig. 4

Control flow diagram after inserting bogus

loop instruction

=2 ollvm F0 InsObf XIFMEBEETMER T RE

Tab. 2 The number of operators and substitution

schemes in ollvm and InsObf

B ollvm SZ¥5ff) | InsObf 51

BHEF o o

EELVIE S EELVIE S
ADD 4 5
FADD Sa 4
SUB 3 5
FSUB [SaE 4
AND 2 5
OR 2 5
XOR 2 5
MUL S35 3
FMUL A 3
REM S35 3
SHL ANSCHF 4
LSHR A 3
ASHR AN 3
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Ax= (Blow + CIow) >>16
N Alow = (Blow + clow) % (1 << 16)

Anigh = (Bnigh + Chign + ) % (1 << 16)
A= (1 <<16) x Anigh + Aow

A=B+C

[E5 ADD S ¥R B ikn
Fig. 5 Example of data split substitution for ADD
instruction
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TR NIETR L. FIETR B RINER L5

EX 4 EERNEE. IDRENBEAN, BEOpLA
BREFPNAEBIESHTHEIIEANTEES, #B1E Op2
AT EIRSHT HBRIFE M MEIES . £/ Opl 5 Op2
%F i T{inst |inst T{MUL,SHL}} # {74038, EEIFAVALIER
RS EE N, HERNREERE, BHOBINER
ZRIHESER.

PAHAE Op2 CRIEFE AR NIEIA L LSS %) N
i, PP BRI E 6 Fin. FREEREIZE, T RIE
FEFPBATINACR, BIME N ATHA PR, WP REE, 1E
TR AR, SRR T i ik dia S AR gda &
BB oA, R A B E N ERAE .

N = threshold, /=0

do
C = 65535 - A=A+B
A=BxC i’ J=J+1
while(/ < N)

A=4+(C - N)xB

Ele sexigSREIAEHRRG
Example of loop substitution for MUL

Fig. 6
instruction

3 SEIGVRAL

ASCEFET 20 NUFA) CH+FEFHOUR LI HIREE, B
FRUA. B, RSEORS AR, HE. IS SE.
IG ¥Ry 8G N AEH) Ubuntu 18.04 64 7ML, SEI&IET LLVM
10release KR AT . AT IIEASCHE 36 VR G HESE InsObf
BRI R, 70 AT TR I ARAL AR AN RIS 7 VA

b E TSR AT, FoHH . InsObf $5 4 VRIEHESL 148 4N
TEFRERSZIL, 04 InsObf-junk; InsObf 54 TRV HESL 1 5
A BT RS2, 189 InsObf-sub;  InsObf 5 4-JRIEHESE
ARSI, KON InsObf-mix; ollvm [F484 B i,
ollvm-sub.

3.1 ET ollvm HiESRBFMUHR

it TRV A R MR IR B R A W R B 4 BT 6 7 T g
TP o X TRV SR ST, KA CollbergMi H 1) 5 5 X178
EHEFR: R (potency) FIFLIH 4 (resilience) ;
T FEERE BT, SR I 2 TR E AR TR b5 o

3.1.1 AR

[ 52 44 ¥ (Cyclomatic Complexity, f&ij# CC), B Thomas
J. McCabel*11976 4521, FIRHAFEF IR At o IRV 92)%
PSR & H AR NIRRT I, HH CC T . 1E
Her b, RFREHIRIE G RIS V(G)H BLE -

V(G)=E-N+2

Horp E 2 G il s, N2,

FI Al A TT R Bl A2 % 5 0B 75 AR S YRR AT B b 3
AR SCAE A 1lvm-chel*2 TR HI 5 (1 TP AT ST H SRE X6
IS CYEARKY, SR J5 1 lizard (3175 2196 1 T Ja 0 P8l & 44
ZERINEK 3 FioR.

%<3 InsObf 0 ol lvm Bl 24 4R

Tab. 3  Cyclomatic complexity of InsObf and ollvm
RIETTE Bl SR JE G %
ollvm -sub 128.8
InsObf -sub 231.7
InsObf -junk 300.6
InsObf -mix 607.2

MFE 3 HIG AT LLE W, [F ollvm-sub #HLE, InsObf-sub
R R AR THE 1 £, EIHIE 7B 1 B iU e 0 0%
KFEFFHIE 42 . InsObf-junk BT HyiG AP < R,
SoF AR T B R R AT T IR, A SO0 A R FE AR T
ollvm-sub $&F+IT 2 £, Ti4E S TRIEHNEL FIREARSEI InsObf-
mix (1B & 242 B AR T ollvm-sub BB TH T3 4 f%, & %0
KT Bradvd 7 W AP AR I e ST

3.1.2 FLIE 18

RIEEPUE RRE 7], RANTRIE S TR P B 3208
BUHMRE M, AT E MR, AT
R E X

EX5 WigmE. $PRERMAEFNRE, £RE
RELETEBRIKBILE., tkEHMX, BIRAIBRIVE
EREHE, MWREGENNMEREN®E, Rz, fikE
BESMSS. MFEEENHTELRRA:

Losonr = Lorgn
Lobfus - Lorigin

resilience =
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Her, Lorigin RIRABXHHIRBITE, Lot BRIBRH

HIRADITHL, Loeonr RFRFLBETHRBITH
ARSCAE ] 1DA Prol R IGEVE A Ja SCAF AR AT L, 28

Ja A I D-810MI IR Ja (K SCAFEAT RIRVE B, 1521

ot N B R TRVE OIS . 433 G815 ollvm-sub . InsObf-sub.

InsObf-junk FlI InsObf-mix HLi¥ [ FI&4 R, FFLL ollvm-sub E
R HAEME, SERUIER 4 R
4  InsObf #0 ollvm FLiki[E1 534

Tab. 4  Resilience of InsObf and ollvm
TRIE T Pridi 14 ollvm-sub K% /%
ollvm -sub 0.0

InsObf -sub 163.3

InsObf -junk 301.9

InsObf -mix 386.7

MFE 4 T UIEH, InsObf-sub [T ] B8 /1 7E ollvm-sub
Ferti EIRTHE 2 4%, InsObf-junk $2THE 3 £, T EHEMFy
TRAERT SORE TR AC IR R TR A W S B O, [R5
JERFBA IR TE 2 MRS, FHEE L THESE
o TEATRIGHEL B REARSEIL InsObf-mix FEZIEFHE 4 £,
ATA BHPURIRYE TR B .

3.1.3

AT RBURE TR S8, B, EariiiE
PRI — A SO AT IRE AR B, AR 5 5 F A SR AL A
HIRHE AR IR S8 . iR geit LI s AT 1) F351E,
2] BRI AT SO B RN . B R RS, A ollvm-

(2) InsObf-junk, HI#:T InsObf-sub, 7EHEIN 10 > 4
REZENFFEEN T, BERET LR —Y, fuidin
RE AT AR —£5

(3) HET ollvm, InsObf {ERT 451 INZ) 10 4~ E &
M B RTFASIE NG 20 AN E 4 BT, AT e 4 AR
5 2% R 1] A

3.2 ET ollvm RN EIRFE G ARIXTEE

ANTR] BRI T AR SN N B TR P AN R ) 22 4 a1t
e AR E TH8 S S e E 44k, #hHRIEEME T
Rl B LR 7 1 SR AR B AT, 2 B TR VB I 2 T R s B R
RPN ZEFREEEGEE, FClHRE S —MiEss T
TEIRIE BT R 2 e M, SRR s i — A etk
HUEE. BWE&EAPIXLEEE. HN X EMRFE
SN RE, AT DU R I 2 R A B A R R AT R K i B
DRI, A 3K AN 2 5 AR P 5 2 B P B L InsObf F1 H
RO TR X ollvm [T R B02E R : Armariris A1 Hikari 135008 -
S A GE TR B JE W AT SCHRERT S R 5 R B B,
6 R FRRVE J7 5% LI RCR , Armariris-string Jy Armariris
Gt 45 E N8 (StringObfuscation) fSZF: Hikari-string
N Hikari 0k ) 7275 8 0% (StringEncryption) #5231 ;
Hikari-cf Jy Hikari Bt (9 B SRE ik s mee i, s
FunctionCallObfuscate. FunctionWrapper #1 IndirectBranching
=Fh,

=6 TEIREHERATR

sub. InsObf-sub. InsObf-junk 5 InsObf-mix 347l I kb5, Tab. 6 Obfuscation effects of different methods
iR 5 Fior. e THEH R R Pl 52 4 P 48
%5 InsObf 7 ol vm A3 FF 445347 e | e | KAEEU%
Tab. 5 Time and space cost of InsObf and ollvm InsObf-mix 310 42.5 607.2
BRI | IR % [ TR K %1% Armariris-string 184 0 102.8
ollvm-sub 21.6 20.6 Hikari-string 36.1 23.8 215.0
InsObf-sub 23.3 25.1 Hikari-cf 40.1 36.6 —
b unk = 4 IR Ta] PRI, Armariris 95 7 s TR, (EF T Sk

MF 5 ATLLE H, InsObf-sub fIH 25 FF45 AT ollvm-sub %
FEARK, BITE 5 AN 43 5 LA o [ InsObf-junk AHE T ollvm-
sub 75 B [ 45 1 BEAR L 6 AN 4o, 2RI NG 16 A
E . FERIAIJTAS B, B4R InsObf-junk 5 7 £ A& B
A PRGN, (EAHE T ollvm-sub & &A B B . 55—
M, BEAS RN KERIETE 2 T4 T ollvm-
sub. TIEEARMITE S IRIEHESE, FONHE A INALRIHE & B ik 2
sk, BT ollvm-sub B a] B3Ny 10 A~ E 2 s, 2N
4120 ANE A

LEER 3. RAMES, USRI LR

(1) InsObf-sub 7£ ollvm KIFEAL F, LA 5 ANE 4 ALk
PIIRIE 25 FRAS 9 ARAN, 1A SNV A 5 A2 7 B 2 2 AN
PR 1 BE s

WAz 7=, FrCAR 3K Rfb, Hikari (367 RE
WRIEHIRN 2 FALEE, FERIFFAY L. Ay L,
A SCHRH IR S TRVEHESE I IR 2, Armariris 1 2F 55 5 N2
R KED, LT 0, FBIERA LR T 8L 14
¥4, i Armariris {3 F 8T INEEE, RIEZ E5INE
ST, 45 RAETORE Y o BBl 52 ZR FE AU A0 3 I, TR ZE4E A llvm-
che SREURIERIE MRS, {2 Hikari G G SO0 #
H llvm-cbe A8 E SOESCHE, Pk 6 o Hikari-cf —42#
2. AMNEARIEIET, InsObf-mix JEIE 1 5 18 & 24 B 1
K%, 37T 6.

MY TE) Hikari Sk sl VR G 7 2 AT o L, A
F BinDiffl4sILt 4% Hikari Al InsObf JR¥ Bl J5 F2 7 145 2 A1
%, WRAR MR 7 s,




8 P SRR

%7 InsObf #1 Hikari ¥{IAE S

Tab. 7  Similarity of InsObf and ollvm
NUNURNN EER CALL 84 | JUMP 54
R INE

FHLEE 1% FHLEE 1% FHABLEE 1%
Hikari -cf 36.3 16.1 39.1
InsObf -mix 235 257 19.1

FTHEREIR, InsObf IR IE AT 5 1115 2 HALRE 1 B A%
L RT Hikari, X2 K A—J51H InsObf-junk 8 i AN 7 B 15 i
FINT KERBEES, XM T JUMP F&5 4 AU
b2 BRA%, A —J7 T InsObf-sub %484 {32 575 Rl
TEEHET T KRB & TAE, A58 S HALE KKK
i Hikari 125 FunctionWrapper %t g8 208 I T % 2 1896
AbER, BT CALL $i5 4 HIAHBLUZ AL T InsObf.

GAER 6 IR T, WTUBREII TR AR NS
TRIBHELL InsObf 782 (A JF4 LA Hikari FI4% HI7RIE 4T
[W—=& 2 7En TR L, =T Armariris 175 B IRE, K
T Hikari B 747 HIRBE R HIGRE, T H&EKF: f£E
SR B AR A AIAAEE AT, BT DASR LI R p s . 7E IR 2
T ollvm HRALI 2 FIRE 7RIS LL R, A BLIE B AAE 42 ]
HERR T 1 A HEAT 58 4% (MRA AL B, R4 8 2 B A JUR Y .

4 45k

ARICHET ollvm [¥fe 2 IRIE BT T ofulk, R T 4
A B W IR LRI B RN E 7 R8L IRBAMEIN T 5
AITEHIThae. b, 848 3CR 13 Mg B A7k 52 Fif
T, WA 2 AN LA X RN BT &,
145 368 1 1 2 P bk 2 (R A B TR SE I . i A s i
NS I & B BIE T8 4, 16709 R IR P R 48
15 BRI FRIT, BB BN AR 7 1 454, I K Bt 38 0 #t
MR FRIMERE . B SEIE N, 5 ollvm RIHE A B HThRE
MG, A SCHEH BIHESELE R MRS 20 10 AN E 4 2, 2P
2920 NME S SIS LT, B IR BE R R e 13 AT R T 4
f%; fE[F Armariris 1 Hikari %5 e, Sl s g & 24
FE. fRAMME SRR, WIEAR IR B R4 B R INIRE T
%, TEF— RG2S T T 0] DLEE AL 5 o B AR Y 4
.

oK TAE A AT DL B 2 A 1) B AT RN 384 0 % s J2 B4
MRS BT 0B, HIEHRASBHP LG MERE, 0%
R A s, o] DLE— D3 m AR I e A kS
E=E -y
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