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Abstract  High security level protection objects are generally three-level or above protection
systems, which are extremely important protection objects. However, at present, the evaluation of
high security level protection objects focuses on compliance security evaluation, and the evaluation
work is limited to static security configuration inspection. It is difficult to confirm the actual utility
of security mechanisms and security products, and there is a lack of anti-attack ability evaluation of
such protection objects. Therefore, this paper analyzes the anti-attack capability evaluation
requirements of the high security level system, and puts forward the anti-attack capability
evaluation model based on the APT threat path. By constructing APT threat capability library in
the high security level system, different types of APT organizations are simulated to analyze the
protection capability of the level protection object. In this paper, the construction method and key
technologies of threat capability model are presented, and the model is implemented. Finally, this
paper constructs 520 threat path test cases to test and evaluate the anti-attack ability of the

evaluation object.

Key words advanced persistent threat; evaluation model; threat capability model; APT; classified
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