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The Detection Method for Token Trading Vulnerability and

Authority Transfer Vulnerability Based on Symbolic Execution

Liu Yuhang, Liu Junjie, and Wen Weiping
(School of Software & Microelectronics, Peking University . Beijing 100871)

Abstract It is difficult to detect and verify comprehensively new token trading backdoor
vulnerabilities and owner authority transfer vulnerabilities in smart contracts. Based on static
semantic analysis and symbolic execution technology, this paper proposes a method to
comprehensively and effectively detect and verify the token trading vulnerability and authority
transfer vulnerability at the source code and bytecode levels. The method firstly converts contract
source code into bytecode through contract collection and pre-processing. Secondly, global sensitive
variables “balance” and “owner” are located through static semantic analysis. Then the state space
is constructed and the transaction sequence is simulated by symbolic variables. The method
performs symbolic execution on the contract, and establishes constraints through the features of
vulnerability models. Finally, the method uses satisfiability modulo theories (SMT) solver to solve
the constraint. The method is tested on ethereum, binance smart chain mainnet and a part of smart
contract CVE vulnerability sets. The experimental results show that the method proposed in this
paper can effectively detect the new token trading backdoor vulnerability as well as the owner

authority transfer vulnerability.

Key words smart contract; vulnerability detection; symbolic execution; program analysis; blockchain
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1 | contract Demo {

2 address public owner;

3 mapping(address= ~>uint256) public _balances;

4 | uint256 totalSupply;

5 constructor() {

6 owner=msg.sender;

7 }

8 modifier onlyOwner {

9 require(msg.sender= =owner) ;

10 ]

11 }

12 function mint(address to,uint256 amount) onlyOwner
public {
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14 totalSupply + =amount;

15 }
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18 }
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1 | function transfer(

2 address from,
3 address to,
4 uint256 amount

5 ) internal override {

6 //other code here...

7 //if belongs to _isExcludedFromFee account remove the fee

8 if (_isExcludedFromFees[ from] || _isExcludedFromFees
[to]) {

9 takeFee=false;

10 }

11 if (takeFee) {

12 uint256 fees=amount.mul(totalFees).div(100);
13 if (automatedMarketMakerPairs[ to]) {

14 fees+ =amount.mul(1).div(100) ;

15 }

16 amount=amount.sub(fees) ;

17 super. _transfer(from,address(this) ,fees) ;

18 )

19 super. _transfer(from,to,amount) ;

20 //other code here...

21}

B 9 0142 DogeKing 11 A B

TE AW T2 R R B AT 5245
7~18 11, 54 M A4 & 78 _isExcludedFromFees
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AR B T 1 £ 29 (T 22 B fiE B L ik Oxe9E
3666164c699529c9d3f9e2c506 FF13fDe0E6D) Hy 4],
X I RE AR AT AT+ TR SR T IR
1 B2 i 1 Je B A F BEANTET 10 P

1 | def transfer(address _to,uint256 _value) : # not payable
2 if not unknownle445a90.;

3 stor8[ caller | — = _value

4 stor8[ _to |+ = _value

5 log Oxfeddf252; _value,caller, to

6 return 1

7 if stor7[ caller]:

8 stor8[ caller | — = _value

9 stor8[ _to ]+ = _value

10 log Oxfeddf252; _value,caller, _to
11 return 1

12 if unknown1b355427Address= = _to:
13 stor8[ caller | — = _value

14 stor8[ _to]+ = _value

15 log Oxfeddf252; _value,caller, to
16 return 1

17 if caller==unknown1b355427 Address:
18 stor8[ caller | — = _value

19 stor8[ _to]+ = _value

20 log 0xfeddf252; _value,caller, _to
21 return 1

P10 Oxe9 il & 24 52 4 ¥ g i AR AT A Bt

TESE 2~6 4750 T~11 47 .58 12~21 47,3
XEHT P 5 W AT S 34T TR EL B 2 AT AR &
unknownle445a90 & — P2 R/ L, HEB B £
il s 24 false I, BIr A 536 1) A AT DLER K26 7 47
ST RRRCEC AR T (R b bk A AT DL AT 5 Tk
% 12~21 7,4 K2 & unknownlb355427 Address
Frfit JR ok 0 2R Kk P Ol R 32 A VR R K
TE TR RE gk B % & 200 58 5 vl Lk B 0%
G0N approve PR AR A TE B R R B E
PR s balanceOf PR A 4T T 3% B M 5 , balanceOf
PRECACHD Fr BEAN ] 11 R,

T R 4 /T ¢ 28 & unknownled445a90 iy
false (55 2 47 BT /%) A ) A3 450 04 bk oy J& 3= (56 3
ATHT ) A ) A8 Mo ik J8 F R AU AL (58 4 17

FR7R)3 AR Z — BN BT« A 23 3R 1] EL 52 AR
(55 6 AT BT 7R 5 W Bir A TP K [l 1 A4 i
B4 5 7AE (55 5 17 B s ). % & balanceOf BRELL
JE A g S | O Ll A R AT,
WA S L rh o R 5 i AT R BT SK AL 2D
LB ZENB TAHEINNEEEA.

1 | def balanceOf(address owner): # not payable

2 if unknownle445a90 .
3 if unknown1b355427Address! = _owner:
4 if not stor7[ addr( _owner) ]:

return stor6

o

6 return stor8[ addr( owner) ]

K 11 balanceOf sR S F Bt

4.2.2 owner WX [RE % iR iR
X owner AR % A% U 8 K 90 T L 47 04K
SRR 5 s .

xS owner UREBRENRER
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1 | pragma solidity 0.4.24;

2 | contract Owned {

3 address public owner;

4 function owned() public {

5 owner=msg.sender;

6 }

7 modifier onlyOwner {

8 require(msg.sender= =owner) ;
9 i

10 }

11 function transferOwnership(address newOwner) onlyOwner
12 public {

13 owner=new(Owner;

14 }

15|}

K12 # R CVE-2021-34273 il & 2010 1 B

5 & i
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