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Abstract: With the rapid development of the Internet of things and cloud computing
technology, the number and type of Linux malware have increased dramatically. Therefore,
how to effectively detect Linux malware has become one of the important research directions
in the security field. To solve this problem, this paper proposed a Linux malicious application
detection scheme based on virtual machine introspection. This scheme utilized the virtual
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machine introspection technology to securely obtain the internal running status outside the
sandbox, realized all-round monitoring while avoiding the anti-dynamic analysis technology
of malware at the same time. Compared to other sandbox monitoring methods, this scheme
improved malware performance in the sandbox. In order to pay more attention to the timing
between features, a timing processing model was used to model and train the feature
information obtained by the sandbox, aiming to judge whether a Linux application was
malicious. In this paper, three kinds of neural network were used, including recurrent neural
network, long short-term memory network and gated recurrent unit network. The experimental
results show that the long short-term memory network works better in this application scenario,
with an accuracy rate of 98.02% and a higher recall rate. The innovation of this paper is that the
combination of virtual machine introspection technology and neural network model is applied
to malicious application detection, which can not only monitor the inside of the virtual machine
outside the virtual machine, but also pay attention to the timing between features.

Key words: malicious application detection; virtual machine introspection; deep neural
network; Linux sandbox
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